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Abstract—The impact of quantized channel direction informa-
tion (CDI) on the achievable secrecy rate is studied for multiple
antenna wiretap channels. By assuming that the eavesdropper’s
channel is unknown at the transmitter, we adopt the transmission
scheme where artificial noise (AN) is imposed in the null space
of the legitimate receiver’s channel to disrupt the eavesdropper’s
reception. It has been shown that, in the ideal case where perfect
CDl is available at the transmitter, the achievable secrecy rate can
be made arbitrarily large by increasing the transmission power.
However, when only quantized CDI is available, the AN that was
originally intended to jam the eavesdropper may now leak into
the legitimate receiver’s channel, causing significant secrecy rate
loss. For a given number of feedback bits B and transmission
power P, we derive the optimal power allocation among the
message-bearing signal and the AN to maximize the secrecy rate
under AN leakage. We show that, when B is sufficiently large,
one should allocate power evenly among the message-bearing
signal and the AN; whereas when B is small, one should be
more conservative in allocating power to the AN. Moreover, by
showing that the achievable secrecy rate under quantized CDI
is bounded by a constant, we derive a scaling law between B
and P that is necessary to maintain a constant secrecy rate loss
compared to the perfect CDI case. The scaling of B is shown to be
logarithmic of P. These results are first derived for the multiple-
input single-output single—antenna-eavesdropper scenario and
are later extended to the multiple-input multiple-output multiple-
antenna-eavesdropper case. Numerical simulations are provided
to verify our theoretical claims.

Index Terms—Wiretap channels, secrecy, MIMO, beamform-
ing, quantized channel.

I. INTRODUCTION

HE notion of physical-layer secrecy was first introduced
by Wyner in [1], where the maximum achievable secrecy
rate between the transmitter and a legitimate receiver is exam-
ined subject to a secrecy constraint on the information attain-
able by an eavesdropper. Under the perfect secrecy constraint

Manuscript received March 12, 2010; revised September 16, 2010; accepted
December 6, 2010. The associate editor coordinating the review of this paper
and approving it for publication was G. Colavolpe.

The material in this paper was presented in part at the IEEE International
Conference on Communications (ICC), South Africa, 2010, and at the IEEE
International Symposium on Information Theory (ISIT), Korea, 2009.

The authors are with the Institute of Communications Engineering and De-
partment of Electrical Engineering, National Tsing Hua University, Hsinchu,
Taiwan 30013 (e-mail: {linsc, changth}@mx.nthu.edu.tw, {ywhong, cy-
chi} @ee.nthu.edu.tw).

This work was supported in part by the National Science Council, Taiwan,
under grants NSC-98-2219-E-007-004, NSC-98-2218-E-009-008-MY 3, NSC-
98-2219-E-007-005, and NSC-98-2219-E-007-003.

Digital Object Identifier 10.1109/TWC.2011.010411.100374

where the eavesdropper is not allowed to infer any information
from its received signal, a non-zero secrecy capacity in a static
channel can only be achieved when the legitimate receiver
has a better channel condition than the eavesdropper. Yet, this
can be overcome in wireless environments by exploiting the
time-varying characteristic of fading channels [2], [3]. Further
enhancements are attainable by employing multiple antennas
at the transceivers, e.g., in [4]-[6]. However, most of these
works rely on perfect knowledge of the legitimate receiver’s
and the eavesdropper’s channels. To guarantee secrecy without
knowing the eavesdropper channel, the work in [5] proposed
the use of artificial noise (AN) in the null space of the
legitimate channel to disrupt the eavesdropper’s reception. The
secret message is then beamformed towards the legitimate
receiver on top of the AN. With perfect knowledge of the
legitimate receiver’s channel direction information (CDI) at
the transmitter, it has been shown that the secrecy rate achiev-
able by using AN can be made arbitrarily large by increasing
the transmission power. However, this may not be the case in
practice since in general only quantized CDI is available at the
transmitter due to rate limitations on the feedback channel.

The main contribution of this paper is to study the impact
of quantized CDI on the secrecy rate achievable by AN-
assisted beamforming. Although the optimal signaling scheme
is unknown for cases without knowledge of the eavesdropper’s
channel, AN-assisted beamforming has been shown to be
optimal in the high SNR regime when the transmitter has
full knowledge of the legitimate receiver’s channel and is
equipped with a large number of antennas [4]. This scheme
is also optimal when the transmitter perfectly knows both
the legitimate receiver’s and the eavesdropper’s channels [6].
When only quantized CDI is available at the transmitter, the
AN that was originally intended to disrupt the eavesdropper’s
reception may now leak into the legitimate channel, causing
degradation in the achievable secrecy rate. We refer to this as
the AN leakage problem.

In this work, we first examine the optimal power allocation
between the message-bearing signal and the AN for a given
number of feedback bits B. We show that, when B is
sufficiently large (good CDI quality), the power should be
allocated evenly among the message-bearing signal and the
AN; whereas, when B is small (poor CDI quality), the power
allocated to the AN must be more conservative in order to
limit the effects of AN leakage. Moreover, when B is fixed, we
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observe that in contrast to the perfect CDI case, the achievable
secrecy rate will be upper-bounded by a constant regardless
of the transmission power. Therefore, to maintain a constant
secrecy rate loss (compared to the perfect CDI case), we show
that B must scale logarithmically with the transmission power
P. In this work, the channel quality information (CQI) is
assumed to be unknown at the transmitter. However, we are
able to show that, in the case of quantized CDI, additional CQI
at the transmitter provides little performance gains when P is
sufficiently large, which justifies our interest at the CDI only.
The results of this work are first examined for the multiple-
input single-output single-antenna eavesdropper (MISOSE)
case, where the transmitter has multiple antennas and both
the receiver and the eavesdropper have only a single antenna.
The results are later extended to the multiple-input multiple-
output multiple-antenna-eavesdropper (MIMOME) scenario,
where both the receiver and the eavesdropper are assumed
to have multiple antennas.

The effects of quantized channel feedback on the transceiver
design have been studied in the literature for both single user
and multiuser downlink systems (without eavesdroppers), e.g.,
in [7]-[9] and references therein. However, to the best of
our knowledge, these issues have not been addressed before
in the context of secret communications. Compared to our
previous works [10], [11], we improve the bit scaling law for
the MISOSE case in [10] by removing some approximation
steps, and provide detailed proofs for the results in [11]. The
results on the AN power allocation and the impact of CQI
have not been presented before.

The rest of this paper is organized as follows. In Section II,
we provide the system model and background on AN-assisted
beamforming. In Section III, we examine the optimal power
allocation between the message-bearing signal and the AN for
the MISOSE case. The MISOSE feedback bit scaling law is
provided in Section IV and discussions on the impact of CQI
are provided in Section V. In Section VI, we extend the bit
scaling law to the MIMOME scenario. Simulation results are
provided in Section VII. Finally, the conclusion is drawn in
Section VIII.

Notations: We denote I,, as the n x n identity matrix, and
denote |B| and Tr(B) as the determinant and trace of matrix
B, respectively. x ~ CA/(0,0°L,) means that x is a complex
Gaussian random vector with zero mean and covariance matrix
0?1, and * ~ [3(a,b) means that = is a Beta-distributed
random variable with parameters (a,b). E[-] stands for the
statistical expectation of a random variable, H (-) stands for the
entropy of a random variable (vector), and I(z;y) represents
the mutual information between random variables (vectors) x
and 3. Almost-sure convergence is denoted by “3". The 2-norm
of a vector x is denoted by ||x||. The function [z]* represents
max{z,0}. The log and In functions are with base 2 and
natural number e respectively. For an event A, the indicator
function 1iay is 1 if A occurs, and is O otherwise.

II. SYSTEM MODEL AND BACKGROUND

Let us consider a wireless system that consists of a trans-
mitter, a legitimate receiver, and an eavesdropper with M,
M,., and M. antennas, respectively, as shown in Figure 1. The

CDI feedback

Transmitter

Eavesdropper

Fig. 1. A network diagram consisting of a multi-antenna transmitter, a
legitimate receiver and an eavesdropper. Eavesdropper is assumed to know
the full channel state information (including both CDI and channel quality
information (CQI)) of the legitimate receiver.

system model presented in this section is focused only on the
MISOSE case where M; > M., = M, = 1; while extensions
to the MIMOME case (where M, > 1 and M, > 1) will be
presented in Section VL. Let x[i] € CM¢*1 be the symbol
vector transmitted in the ith time slot under the average
power constraint E [[|x[i][|?] < P. The signals received at
the receiver and the eavesdropper are

Yr [Z] = hrxm + 2 M and Y. M = hexm + Ze [Z]7 (D

respectively, where h,,h, € C*M: are channel vectors
of the receiver and the eavesdropper, respectively, with the
same distribution CN(0,1yy,), and z,.[i] ~ CN(0,1), z.[i] ~
CN(0,02) are the additive white Gaussian noise (AWGN).
Note that, in this case, the channel directions g, = h,./||h,||
and g. = h./||h.| are isotropically distributed on the unit
sphere [12]. In this paper, we will assume that h, and h,
are ergodic block-fading channels that remain constant over a
sufficient amount of time for signal transmission and feedback,
and the messages are coded across multiple fading blocks (c.f.
(9) below). Our results can be readily extended to the case with
ergodic fast-fading channels [3].

Most works on physical-layer secrecy consider the problem
of reliably communicating a secret message from the
transmitter to the legitimate receiver subject to a constraint
on the information attainable by the eavesdropper. Consider
a (2"% n)-code with an encoder p,, : W, — CMt*" that
maps the message w € W,, = {1,2,...,2"%} into a length-n
codeword {x[i]}!", and a decoder v, at the legitimate
receiver that maps the received sequence {y.[¢|}_; to an
estimated message w € W,. Define the error event as
&, = {w # w}. Perfect secrecy and secrecy capacity are
defined as follows.

Definition 1 (Secrecy Capacity [2][4]): Perfect secrecy is
achievable with rate R if, for any ' > 0, there exists a
sequence of (2" n)-codes and an integer ng such that, for
any n > n,

Pr(&,) <€, and H(w|{yeli]};—1,h, h?)/n> R —¢,
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where w is the secret message, h' and hl} are the collections
of h, and h. over code length n, respectively. The secrecy
capacity is the supremum of all achievable secrecy rates.

Note that the secrecy rate considered here is achieved by
encoding over multiple channel states and the perfect secrecy
constraint must be satisfied for all n > ng. This implies that no
secrecy outage [13] is allowed. In delay-limited applications,
such perfect secrecy condition may not be achievable and,
thus, a tradeoff exists between secrecy rate and secrecy outage
probability. These issues have been discussed in [13] and are
beyond the scope of this paper.

In this paper, we consider the case where the eavesdropper’s
channel h, and noise variance o2 are unknown to the trans-
mitter. In this case, the optimal signaling for the MISOSE
channel is unknown (except for special cases given in [2]
[4]). To guarantee secrecy, Goel and Negi proposed in [5]
the use of artificial noise (AN) to disrupt the reception of
eavesdropper while beamforming the message towards the
legitimate receiver. The transmitted signal is given by

= psli] + Qali], 2)

where s[i] is the message-bearing signal with E[|s[i]|?] = o2,
p € CM:x1 jg the normalized beamforming vector for s[i],
Q € CMex(M:=1) jg a matrix with columns that form an
orthonormal basis for the AN subspace, and ali] is the AN
vector which is a random Gaussian vector with distribution
CN(0,021,,-1). Here s[i] and a[i] are assumed to be inde-
pendent.

x[i]

MISOSE Secrecy Rate with Quantized CDI

Following the studies on quantized channel feedback in
[7], [8], we assume that the receiver is able to obtain perfect
knowledge of h,., but can send back only a quantized version
of the CDIL, ie., g, = h,/||h.|, to the transmitter due to
limited feedback channel bandwidth. The CQIL i.e., ||h,|,
is assumed unknown at the transmitter. However, as we
show later in Section V, lack of such information under the
quantized feedback scenario has little impact on the secrecy
rate when the transmission power P is large.

Suppose that the CDI g, is quantized into one of 2Z unit-
norm channel vectors in the codebook C = {ci,...,cy5}
according to the minimum distance criterion [7], and the corre-
sponding index, denoted by * = argmax,—; s ||g,ct |, is
sent back to the transmitter. Let &, £ ¢, be the corresponding
quantized CDI vector. The quantization cell associated with
c; € C is given by

Ve = {gl| lgci'|* > lgc!|> V j # £} 3)

To gain analytical insights on the impact of quantized CDI,
we adopt the random vector quantization (RVQ) codebook [7],
[8], where each codeword is a randomly and independently
generated M;-dimensional unit-norm complex Gaussian vec-
tor and, thus, is isotropically distributed in C**** [12]. More-
over, we will also utilize the quantization cell approximation
(QCA) model [7], [14], where each quantization cell Vy is
approximated by a Voronoi region of a spherical cap with the
surface area approximately equal to 27 of the total surface

area of the M;-dimensional unit sphere. It has been shown in
[7], [8] that the behavior of RVQ can be closely approximated
by this model, even for small B. Specifically, the quantization
cell V, in (3) is approximated by

Ver{gl lgcl P> 1-6), 6—2mT. (@)

Define |g, &7 |* = |g,.cl|? £ cos2 6 > 1 — 4. The cumulative

distribution function (CDF) of sin’ 0 is [7]
9B . M;—1
1

for0 <z <§
otherwise.

Pr(sin® 0 < z) = { (%)

When only the quantized CDI g, is available at the trans-
mitter, the beamforming vector p and the matrix Q in (2) are
set to g and Ny, , respectively, where N, has columns that
form an orthonormal basis for the null space of g,.. Therefore,
the transmitted signal is given by

x[i] = g s[i] + Ng, ali]. (6)

Note that finding the optimal p and Q under quantized CDI
is in general difficult due to AN leakage. Our choice of
using p = g, is motivated by [7], [9] where the multi-
user interference in their case has a similar effect as the
AN leakage in our case. To satisfy the power constraint

E[|x[i H| ] =02+ (My—1)02 < P, we set 02 = aP and
ol = M ~—, where a € [0,1] denotes the fraction of
power allocation. Since the eavesdropper’s noise variance o2
is assumed unknown to the transmitter, we shall consider
throughout the rest of this paper the worst-case scenario where
o2 = 0. By (1), the received signals of the receiver and the
eavesdropper are given by

grli] = ||Ihy ||(gr&!)sli] + ||1he || (8- Ng,ali] + 2 [i],  (7)

and
Ge[i] = heg! s[i] + h.Ng, ali], (8)

respectively. One can observe from (7) that, due to imperfect
CDI, the AN that was originally intended for the eavesdropper
also interferes with the legitimate receiver. By assuming that
s[i] is Gaussian and from (7) and (8), the achievable secrecy
rate under quantized CDI is

(I(s; - ) —

R(a) = I(s:gelhy, he)) ™

i <E g 11— BelPcos?0-aP
||hr||2sin29( o )P+1

™ Ngrn (M_l) |
‘2

Where we have used the fact that ||g, Ng, [|> = 1—|g,&%
sin? @. The secrecy rate in (9) is achievable by coding across
multiple fading states, as shown in [1], [2]'. However, it is easy

—E (log (14

'Note that, without CQI, the variable-rate coding in [2] can not be applied
and, thus, the result in (9) is derived based on the constant-rate coding scheme,
which can also be found in [2].
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to see that, as P goes to infinity, this secrecy rate converges
to the constant

<E
|he§£[|2a +
_log <1+ HheNgr |2(1—a)/(Mt—1)>1> . (10)

In fact, this secrecy rate is bounded even for arbitrary distri-
butions of s[i] and with the CQI at the transmitter, as we will
show later in Section V.

acos? 6 >

log <1+sin2¢9~ =)/ —1)

In contrast, in the perfect CDI case where g, is perfectly
known at the transmitter, one can impose AN perfectly in the
null space of g, (i.e., choosing Q = Ny ) so that there is no
noise leakage, that is, g,Q = g,Ng_ = 0 (or cosf = 1). The
resultant secrecy rate in (9) is given by

R(a) = (E log(1 + I, |2aP)

+
‘hegr{q‘zo‘

TN, [2(1 — )/ (M, — 1)) ] ’
(11)

—log <1+

which obviously can be made arbitrarily large by increasing
P.

Notice that, in the worst-case scenario where og =0, AN
is essential to achieving a nonzero secrecy rate. Specifically,
if one sets o equal to 1 (no AN), then the second terms inside
()T in (9) and (11) will go to infinity, leading to a zero secrecy
rate. However, AN may also cause significant loss in secrecy
rate under imperfect CDI due to AN leakage. Therefore, the
power allocation between the message-bearing signal s[i| and
the AN a[i] must be carefully determined when the number
of feedback bits B is limited.

III. POWER ALLOCATION OF SIGNAL AND ARTIFICIAL
NOISE UNDER QUANTIZED CDI

In this section, we study the power allocation between
message-bearing signal s[i] and AN a[i] for a given number
of feedback bits B. To this end, we first present a useful
lemma which shows that for M, large, the second term inside
()" in (9) will converge to a fixed value.

Lemma 1: Let Ey(z) = [° et;tdt be the exponential
integral, it follows that

|h gl ? a )]
lim E [log |1+
M, —00 { : ( [heNg, [|? (1 —a)/(M; — 1)
1 _ _
- E, (1 a)exp(l O‘) (12)
In2 « «

The proof is given in Appendix A. In this case, for M;
sufficiently large, the achievable secrecy rate in (9) can be

expressed approximately as

(E

R(a) =

where

b, ]2
M;—1
are the squared channel gains of h, that fall, respectively, in

the direction of g, and in the orthogonal subspace of g, (while
normalized by their respective dimensions). Let us define

sin0  (14)

e, = || cos® 6 and gL =

such that R() = (F(a))*. By taking the derivative of F/(c)
and setting it to zero, i.e., % = 0, it follows that the

optimal «, denoted by o, must satisfy the necessary condition

g, P(gs P+ 1)1 —a”)

E
(’yATL (1—a*)P+ 1)(’ygra*P+’ygrL (I—a*)P+1)
1 1-aF 1—a* 1—a*
B (e (5 (4

Although a closed-form solution of «a* is not easily
computable due to the intractability of the expectation term
in (15), explicit results can be obtained for two interesting
special cases, namely, the case of weak AN leakage and the
case of strong AN leakage. In the case of weak AN leakage,
B is assumed sufficiently large such that AN leakage is much
smaller than AWGN, i.e. 751 (1 — )P < 1. On the other
hand, in the case of strong AN leakage, B is assumed to be
small such that 741 (1 — )P > 1. For the former case, we
have the following proposition:

Proposition 1 (Weak AN Leakage): Ler cv, be the value
that satisfies =22 = d(a,), where

w

_Ax _Ax _Ax
d(a*)éi*—t *azEl(l ?)exp(l ?)
fe! fe! o o

Then, for B > (M; — 1)log(P/e€) and any € such that
% > € > 0, the optimal power allocation fraction o*
of R(a) in (13) satisfies o, — € < a* < @ + €, for M,
sufficiently large, where both €,,€¢; > 0 and will approach 0
as € approaches 0.

The proof is provided in Appendix B. Note that d(a*)
comes from (15). Numerically, we can show that a,, ~ 0.554.
The fact that a* is close to one half can also be roughly
observed from (9). Specifically, with B sufficiently large, AN
leakage will be negligible and the first term in (9) will be
proportional to log o when M; is large. Also, by applying the
approximation Ej(z)e” ~ In(1£2) (see [15]) and the results
of Lemma 1, the second term becomes — log(1 — «). In this
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case, (9) will be approximately proportional to log(a(l — «))
and the optimal a* will be close to 0.5. The results of Propo-
sition 1 shows that, when channel knowledge is sufficiently
accurate, one should spend almost half the power on AN
to disrupt the eavesdroppers reception. However, this is not
the case under strong AN leakage as shown in the following
proposition.

Proposition 2 (Strong AN Leakage): For any ¢ > 0 and
P > 1/(ed/2), the optimal power allocation fraction o* of
R(a) in (13) satisfies

a > min{l (16)

€ 1 1
1+4+¢€ e(6/2)P )’
forn £ B/M; > 0 fixed and for M; sufficiently large, where
0 was defined in (4).

The proof is given in Appendix C. According to Proposition
2, when P > 1/(e6/2) = (2/€)2B/(M:=1) [by (4)], or
equivalently when B < (M; — 1)log(eP/2), the optimal «*
approaches 1 since € can be chosen arbitrarily small. This
implies that, when the channel quantization is coarse, i.e.,
B is not large enough, one should allocate less power for
the AN simply owing to the severe AN leakage. While we
have examined the optimal power allocation strategy under
quantized CDI, this is not yet sufficient to guarantee a bounded
secrecy rate loss compared to the perfect CDI case, as we will
present in the next section.

IV. SCALING OF THE NUMBER OF FEEDBACK BITS IN THE
MISOSE CASE

In the previous section, the optimal power allocation be-
tween the message-bearing signal and the AN has been
presented to reduce the secrecy rate loss under a given trans-
mission power P. However, as P increases, the secrecy rate
loss compared to the perfect CDI case will become arbitrarily
large for a fixed B since the achievable secrecy rate under
perfect CDI (c.f. (11)) increases without bound while that
under quantized CDI (cf. (9)) is bounded for any value of
a. To resolve this problem, we derive in this section the value
of B that is needed for maintaining a constant secrecy rate
loss.

Let us define the secrecy rate loss as

AR £ max R(a) —max R(a) < R(a;‘)) — R(al*))

e}

A7)
where af = argmax, R(a). The bound follows since the
secrecy rate under quantized CDI is generally not maximized
with a = a;. Note, by Proposition 1, that a; ~ 0.5 when M,
is large. Recalling (9) and (11), and the worst-case assumption
of 02 = 0, we have

R(ay) = (E [log(1 + Hhr||2aI*)P)] —

loe (14 lh.g!?a}, .
(0)
ST N, [P( = ag)/(M; — 1)

(18)

E

and

. [he||? cos® 6 - af P
R(ap)=|E|log |14 —
Iy f[25in? 6 (5725 ) P+ 1

SH (2, % +
lh.g!| CIV_pw ) 1)
IheNg 12 (3,24

As noted in [7], for any two independent and isotropi-
cally distributed unit-norm vectors wy, wy € C'*M¢  their
squared inner product will be Beta-distributed with parameters
(1, M; — 1), ie., |[wiwil|? ~ B(1, M, — 1). Applying this
result to g, = h./||h.|| and g,, one can have |h.g?|?> =
|he||?8(1, M; — 1). This implies that the second term inside
()T in (18) can be written as

—E|log 1+

he H QOZ*
E |log [ 1+ [heg;’| 1Ea*
e Ng, 12 (572%)
1, M; — 1)a
=E |log [ 1+ UM~ 1) — ,
(1-B(1, M, — 1)) (Mtjl)

where we have used the fact that |h.Ng, || = ||h.|? —
|h.gH|?. The same argument also applies to the second term
inside (-)™ in (19) since g, and &, are also independent and
isotropically distributed under RVQ. Therefore, the second
terms inside (-)™ in both (18) and (19) yield the same value,

and thus the secrecy rate loss in (17) can be bounded as
AR < Ellog(1+ |[h,|?- a}P)]
[h,[|? cos® 6 - ax P
(1—af)

b, |2 sin® 6 - =55 P + 1

—E |log | 1+

(20)

By further evaluating the expectation and by applying
Jensen’s inequality [16], we show in Appendix D the
following theorem:

Theorem 1: The secrecy rate loss between perfect and
quantized CDI is upper-bounded by

AR <logl

“‘)gK“m)]'

This theorem implies that, to maintain a constant secrecy
rate loss of ¢, i.e., AR < ¢, B must be chosen such that

M, . (1- al*))P
Mt -1 chc’(P,JVIt) -1

20—0/(P,Mt)
207c’(P,Mt) -1 ’

My (1 — o) P21 + (M; — 1)]
(M; = 1)(1 — 27)
(21)

B> (Mt—l)logl

+ (22)

where

(P, M;) = log ((My — 1)aj, P4 1) —log ((M; — 1)aj, P) .
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Notice that ¢/ (P, M) approaches to 0 as M; or P increases.
Hence, to guarantee a constant secrecy rate loss, B must
scale linearly with M; or logarithmically with P, ie., B =
Q(M;log P) in big-{2 notation [17].

V. DISCUSSIONS ON THE IMPACT OF CQI AND INPUT
DISTRIBUTIONS

In the previous sections, we have shown that the achievable
secrecy rate under quantized CDI is bounded under Gaussian
s[i] and in the absence of CQI at the transmitter. This
result has motivated our study on the scaling of B in order
to maintain a constant secrecy rate loss. In this section,
we present a stronger result: The distribution of s[i] and
knowledge of CQI in fact have limited impact on the
achievable secrecy rate, and therefore the scaling of B in
(22) is essential to the secrecy rate loss control. Specifically,
we prove in Appendix E the following theorem:

Theorem 2: Consider the MISOSE signal model in (7) and
(8) under quantized CDI. Suppose that the message-bearing
signal s[i] follows an arbitrary statistical distribution, and
that the transmitter perfectly knows the CQI ||h,||. Then the
achievable secrecy rate R is upper bounded by a constant
RUB as

h_ A 887 llgeNg, 1>\ "
RSRUBEEKlog r L . (23)
g Ng, I |ge&[?

where g. = he /|/h]|.

It can be observed that this bound neither depends on
the power nor on the channel gains, but depends only on
the channel directions and B (since both g, and Ng, are
functions of B). More interestingly, for M, sufficiently large,
the difference between this bound and the achievable secrecy
rate in (9) can be small as P — oo. This is stated in the
following corollary.

Corollary 1: Given the values of a € (0,1) and
n £ B /M; > 0, for any ¢ > 0, the difference between the
upper bound in (23) and the achievable secrecy rate in (9) is
no greater than |loga| + 0.83 + ¢, when M, is sufficiently

large and P is sufficiently larger than (2/(1 — oz))ZMil.

The proof of Corollary 1 is given in Appendix F. It is
worthwhile to note that, with « fixed, the upper bound given
in (23) can increase without bound by increasing the ratio
B/M, since ||g,Ng, || will go to zero in this case. Therefore,
by Corollary 1, the ratio between the achievable secrecy rate
in (9) and the upper bound in (23) will approach 1, when
« is fixed and when M; and P are sufficiently large. That
is, the secrecy rate loss will become negligible compared to
the achievable secrecy rate. Since the bound in (23) holds for
arbitrary distributions of s[¢] and for full CQI at the transmitter,
Corollary 1 further implies that Gaussian s[¢] is nearly optimal
and the CQI at the transmitter does not provide much gain for
the achievable secrecy rate in (9).

VI. EXTENSIONS TO THE MIMOME SCENARIO

In this section, we extend our studies to the MIMOME
scenario where M,, M, > 1, and derive the scaling of the
number of feedback bits B under this scenario. The received
signals at the receiver and the eavesdropper can be expressed
as
(24)

yvr=H,x+12z, and y.=H.x,

where we have assumed that the eavesdropper does not suffer
from noise. As in the MISOSE case, the channel matrices
H, € CM>Mt and H, € CMe*M: are assumed to be ergodic
block faded, with each entry being i.i.d. complex Gaussian
with zero mean and unit variance.

Assume that M; > M, + M,.. Let H, = VXU be the
singular value decomposition of H,, where V & CMxM-
is a unitary matrix, ¥ € CM~*Mr j5 a diagonal matrix
with the singular values of H, being the diagonal elements,
and U € CM+*Mr g a semi-unitary matrix. The transmitter
knows a quantized version of the CDI, i.e., U € CMexM;
Let Ny € CMex(Mi=M:) pe a matrix whose columns
form an orthonormal basis for the null space of uH , the
transmitted signal is given by x = Us + Nyga, where
s € CMr is the message-bearing signal with distribution
CN(0,021),.), and a € CMe=Mr is the imposed AN with
distribution CA(0, 02151, —ps,). We let 02 = aP/M, and
02 = (1—a)P/(M; — M,) where 0 < a < 1, in order
to constrain the transmission power within P. Substituting
x = Us + Nya and H, = VXU into (24) yields

y, = VEU?Us + VEUANya + 2,
}/e e Hefjs —|— HeNﬁa.

(25)
(26)

Since U Ny # 0, the legitimate receiver will experience AN
leakage, resulting in the achievable secrecy rate (27) given in
the top of the next page.

Similar to the MISOSE case, the secrecy rate due to imper-
fect CDI also converges to a constant as P goes to infinity.
For the case where perfect CDI is available at the transmitter,
the transmit signal is given by x = Us + Nya. Since
UfU =1 M, and U”Ny = 0, the achievable MIMOME
secrecy rate with perfect CDI [5] is given by

Ru(a) :<E [log |Tar, +3207|]

+
“E [log ‘IMT +o?UHHH (o2H NyNEHH) ™ Huﬂ .

(28)

The MIMOME secrecy rate in (28) can be made arbitrarily
large by increasing P since the first term inside (-)* increases
without bound while the second term inside (-)* is bounded
as P — oo. Therefore, for a given B, the secrecy rate loss
compared to the perfect CDI case will become unbounded as
P increases.

A. Random Quantization Codebook Model

To analyze the achievable secrecy rate under quantized
CDI, let us consider the random quantization codebook
C = {Cy,...,Cys}, where the 28 semi-unitary matrices
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Ru(a) = (E {log ’IMT + 020U (I, + 02X U Ny NI UR) ! EUHfJ’ }

+
_E[mﬂhh+oﬁyﬁﬁ{@ﬂLNﬁNng)1HJﬂ}).

27)

are chosen independently and isotropically over the My x M,
Grassmann manifold (which is the set of all M,.-dimensional
subspaces in an M;-dimensional space) [18]. The quantized
CDI must meet

. s
U = arg Iélelrcld (U, ), (29)
where d(U,C) = M, — Tr(UECCHU) is the chordal
distance between UA and C [18]. In this model, the average
distortion between U and U can be upper bounded as [18]

1 1

A 2 & T \&—1/m o—B/m
D=E[d(U,U) < —I(—)2 277, (30)

where I'(+) is the Gamma function, m = M, (M; — M,.),

Me Mi—i S
and @ = F(n3+1) L= Mcfiﬁ where M. =
M, — 2[M, — M;/2]*. The following lemma describes

the relation between U and U.

Lemma 2 ([9]): Under the random quantization codebook
model, the quantized CDI U and the true CDI U satisfy

U = UXY + SR, (31)

where X € CMr*Mr s q unitary matrix and Y € CMr*Mr g
an upper triangular matrix which is statistically independent
of X and satisfies UPUURU = YPY and E (YHY) =
(1 — D/M,)1y;,. Moreover, the columns of S € CM:xN
form an orthonormal basis for an isotropically distributed
N-dimensional subspace in the range space of N, where
N = min{M; — M,,M,}, and R € CN*Mr satisfies
UHNﬂNgU =RYR and E (RHR) = (D/M )1y, .

B. Scaling of the Number of Feedback Bits B

Given properties of the random quantization codebook in
Lemma 2, we are ready to analyze the MIMOME secrecy rate
loss. Since the elements of H, are complex i.i.d. Gaussian,
the channel direction U is isotropically distributed in the M-
by-M, Grassmann manifold, and thus Ny is isotropically
distributed in the M;-by-(M; — M,) Grassmann manifold.
In fact, the quantized CDI U has the same distribution as
U under random quantization. Hence, by following similar
arguments as in the MISOSE case and by the fact that
NuNf = Iy, - UU? and NoNZ = 1), — 00", the
second terms inside (.)T of (28) and (27) turn out to be
identical. Hence the MIMOME secrecy rate loss AR, £
max,, Ry(a) — max,, RM(a) can be upper bounded as

ARy < B (log [Ty, + 3%07%))
T A T—
<E (log |IJVIT + 220§2|)

_E (log o2 fJHUEQ*zUHfJD )

where Q@ £ Iy, + o?BUYNGNIUS, and o} =
ay pyP/M, o = (1 —ag p)P/(My — M,) in which
oy = argmax, Ra(a). By Lemma 2, we have that
U#U = UPUXY + UYSR = XY. Since X and Y
are statistically independent (by Lemma 2), it follows with
probability one that UM U is full rank [19]. Hence, the secrecy

rate loss ARj; can be further bounded by
ARy < Eflog [Ty, +%7%/02?|] + E [log [Q2]]
_E [1og ’UHI]I}HU‘}
< log L, + E [X77] /o2?|
+log|In, + 0> E[Z?] E[R"R]|
—E[log|Y"Y]],
where the second inequality follows from Jensen’s inequality,
the statistical independence between X and UZUU U [19],
and Lemma 2.

For the first term in (33), since E [Tr ((Her)il)] =
E [Tr(27%)] = M, /(M; — M,) [19],

1
*2
US

Tr (I, + E [2—2])>

(33)

log I, + E [2_2]

M,o%?
1/0¢ )

M, — M,

<M, log (

= M, log (1 +

where the first inequality is due to the fact that \A|ﬁ <
Tr(A)/M, for any M, x M, Hermitian positive semidefinite
matrix A. For the second term in (33), by Lemma 2 and the
fact that E [32] = My, [19], one can show that

log |1, + 0> E[X?| E[R"R]|
=M, log (1 + 022MtD/MT) .

The third term —E (log [Y#Y|) in (33) is, however, difficult
to evaluate. By applying Jensen’s inequality and Lemma
2, we have —E[log|]Y?Y|] > —log|E[YHY]| =
—M, log (1 — D/M,). We note that (by (30)) the right-hand
side (RHS) of this inequality approaches zero for B suffi-
ciently large; while the term log | Y Y| = log [U¥ UU¥ U’
is also close to zero with high probability for B suf-
ficiently large due to random quantization codebook. We
therefore make the approximation —E [log|[YAY]|] =~
—M, log (1 — D/M,) for B sufficiently large. By substituting
these results into (33), we obtain

M, + agthD)

ARy S M, log ( - D

1/o7?
+Mm@+m_m) (34)



908 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 10, NO. 3, MARCH 2011

9
8 ,,,,,,,,,,,,,,,,,,,,
7 b
= 6 - B L A e T S =
£ st
S VAN N W UV 0 AR T T
E g W e ]
2 M-t l—+— Perfect CDI [in (11)]
| | {|—e— Quantized CDI [in (9)] (B = 32
1 ff—+—i—{—v— Quantized CDI [in (9)] (B = 20).-
{1 =% auantized cDI [in (9)] (B =10
0 ¢ | | | I I I I I I L
0 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 0.9 1
Fig. 2. Simulation results of the MISOSE secrecy rates [in (9) and (11)]

versus the power allocation fraction « for P = 25 dB.
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10 15 20 25 30 35
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Fig. 3. Simulation results of the MISOSE secrecy rates [in (9) and (11)]
versus the transmission power P for o« = 0.5. The number of feedback bits
B is scaled with P according to the lower bound in (22).

By (34), to maintain a constant secrecy rate loss of ¢, i.e.,
ARy < ¢, it suffices to have

P(1- a;’M)(Mt/ﬁl) +1 )
2¢/My (af pPm)/(af pPi+1) =1
—1
[(=t- ) @7
1 e
o ()]
where m = M; — M,. Note that the B in (35) scales as
Q(log P) for fixed M, and M,.

B %mMT{log (1 +

(35)

VII. SIMULATION RESULTS AND DISCUSSIONS

In this section, let us present simulation results to verify
our analytical results. To be practical, we set the number of
transmit antennas, i.e., M;, to 4. Analytical results based on
large M, can be viewed as an approximation to the secrecy
rate performance for practical values of M;, whereas our

Secrecy rate (bits/pcu)

—8— Perfect CDI [in (11)]

—e— Quantized CDI [in (9)] (c = 3)
—— Quantized CDI [in (9)] (¢ =1

5 \ \ \ 1

4 8 12 16 20 24 28 32 36 40

M,

Fig. 4. Simulation results of the MISOSE secrecy rates [in (9) and (11)]
versus the number of transmitter antenna M for o« = 0.5 and P = 25 dB.
The number of feedback bits B is scaled with M} according to the lower
bound in (22).

20

—+— Perfect CDI [in (11)]

18 -1 —o— Upper bound [in (23)] (B = 32)
—a— Quantized CDI [in (9)] (B = 32)
—— Upper bound [in (23)] (B = 10)
| —o— Quantized CDI [in (9)] (B = 10) | _

PN

-
>
D
D

Secrecy rate (bits/pcu)
>

N
[
w
o
w
>

60

Fig. 5. Simulation results of the MISOSE secrecy rates [in (9) and (11)]
versus the transmission power P for o = 0.9. The MISOSE secrecy rate
upper bound in (23) is also plotted.

simulation results match the analytical predictions well. Given
a realization of h,, we used the numerical method in [9]
to generate the associated quantized CDI g,.. This numerical
method simulates the quantization procedure of random quan-
tization codebook without generating a true codebook, thus
saving a lot of computational time. Each simulation result was
obtained by averaging over 10,000 channel realizations.
Figure 2 shows the simulation results of the MISOSE se-
crecy rate versus the power allocation fraction « for transmis-
sion power P = 25 dB. Both the secrecy rate with quantized
CDI in (9) and that with perfect CDI in (11) are considered.
As observed from this figure, with increased feedback bits B,
the optimum « decreases from 0.9 (for B = 10) to 0.55 (for
B = 32) and eventually gets close to 0.5 with perfect CDI.
These results are consistent with Propositions 1 and 2. To
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Fig. 6. Simulation results of MIMOME secrecy rates [in (27) and (28)]
versus power allocation fraction o for P = 25 dB and M, = M, = 2.
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Fig. 7. Simulation results of the MIMOME secrecy rates [in (27) and (28)]
versus the transmission power P for a = 0.9 and M, = M, = 2.

verify the bit scaling law in Theorem 1, we show in Fig. 3 the
simulation results of the MISOSE secrecy rate in (9) versus
P for a = 0.5. The number of feedback bits B is scaled
according to the lower bound in (22) in order to maintain a
constant secrecy rate loss ¢ compared to the perfect CDI case.
Note that as suggested by Fig. 2, the optimum a5 under perfect
CDI in (22) is very close to 0.5. Here we examined the two
cases of ¢ = 1.5 and ¢ = 3. One can see from this figure that,
for P = 30 dB, the secrecy rate losses are respectively 1.463
bits/pcu and 2.408 bits/pcu, both of which are well controlled
by the derived bit scaling law. In Fig. 4, we also verify the
MISOSE secrecy rate in (9) versus M; under P = 25 dB using
(22). Again, the results agree with theoretical developments.
In Fig. 5, we show the simulation results of the MISOSE
secrecy rate in (9) versus P for « = 0.9 and B = 10 and
B = 32, respectively. The secrecy rate upper bound in (23)
[see Theorem 2] is also simulated. As expected, the secrecy
rate with quantized CDI is upper bounded, in sharp contrast

18| —+— Perfect CDI [in (28)] A
—6— Quantized CDI [in (27)] (c = 1.5) i :
16| —®— Quantized CDI [in (27)] (c = 3) 1
8 M 2
2 | 1 |
E_; 12 T [ " 2 Z N T e
L e i i s et SRR
w
8 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
6 L T e e S
AP s e et Tl At
16 18 20 22 24 26 28 30 32 34
P (dB)
Fig. 8. Simulation results of the MIMOME secrecy rates [in (27) and (28)]

versus the transmission power P for o« = 0.5 and M, = M. = 2. The
number of feedback bits B is scaled with P according to the lower bound in
(35).

to that with perfect CDI. Also, for large P, one can observe
that the secrecy rate with quantized CDI in (9) approaches
the upper bound in (23) (for both cases of B = 10 and
B = 32), which coincides with our discussions in Section V
and demonstrates that additional CQI at the transmitter only
provides little gain on the achievable secrecy rate as P is large.

We show in Fig. 6 and Fig. 7 the MIMOME secrecy rate in
(27) versus « and P, respectively. The numbers of antennas of
the receiver and the eavesdropper are set as 2 (M,, = M, = 2).
Similar observations as in the MISOSE case can be seen from
the two figures, that is, the optimum « decreases to around
0.5 when B increases, and the secrecy rate is upper bounded
for finite B. The MIMOME bit scaling law in (35) is also
examined, and the results are shown in Fig. 8. Although the
lower bound in (35) is derived through some approximations,
one can see from Fig. § that constant secrecy rate loss can
still be maintained using this bit scaling law.

VIII. CONCLUSIONS

We have examined the impact of quantized CDI on the
secrecy rate achievable with AN-assisted beamforming. In
view of the AN leakage problem, we have analyzed the
optimal power allocation strategy to maximize the achievable
secrecy rate under quantized CDI. Moreover, to maintain a
constant secrecy rate loss compared to the perfect CDI case,
we have shown that the number of feedback bits B must
be scaled logarithmically with the transmission power P for
both the MISOSE and the MIMOME cases. The presented
simulation results have confirmed our analytical results.
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APPENDIX
A. Proof of Lemma 1

Since h, ~ CN (0,1, ), from [20, Chapter 5] we know that
|h.g.|? and ||h.Ng, ||* are independent and distributed as vo
and vapr, —2, respectively, where vy, is chi-square distributed
with degree of freedom k. Hence, it follows that

lheg"|? a ﬂ
heNg, |2 (1-a)/(M;—1)

lim E {log <1+

M — o0

. (%) (6%
=1 E |1 1
1\/1111—1300 |:Og< +’U21V[t_2/(Mt—1)1—OZ):|

V2 «
=E |I 1+ =
pos 1+ 5755))

where the last equality follows by vaps, —o/(2(M; —1)) “3 1
as M; — oo from the law of large numbers (LLN). Then,
equation (12) follows by evaluating the expectation over vs.
|

(36)

B. Proof of Proposition 1

Let d(a*) and «,, be defined as in the Proposition state-
ment, i.e., d(«*) is the RHS of (15) and «,, satisfies

1-aw = d(aw).

Ay

Then, for a* € (0,1) and € such that % > € > 0, we have
Fact 1: d(a*) < 1.

Fact 2: For o* < ay,, function
1—a* 1
o 1+e€

d(a™)
is strictly decreasing with respect to o*.

Fact 3: For o* > o, + €4,

1—a*
*

(I+e)—d(a*) <0,

Lal(1 4+ ¢ =

where =2 d(a*)|ar=ay,+e, since
1;?*(1 + ¢) — d(a*) is strictly decreasing with respect

to a*.

Fact 1 can be easily shown by applying the following
inequality [15]
1
E > ——: Vo > 0. 37
(@) exp(a) > ——, Vo (7)

in the definition of d(«*). For Fact 2, we want to show that

*
1—a* 1 — d(a*)
a* 1+4¢
1 —€ 1—a*E 1—a* 1—a* 1
_5(1+e+ a* 1( a* )exp( a* ))_1—|—€
(33)

is strictly decreasing with respect to a* for a* < ay,. Note that
when z > 0, zE; () exp(z) is strictly increasing with respect

to x, since from (37) its derivative —1+Eq () exp(x)(1+z) >
0. Therefore, the function

—€ +1—a*E 1—a* 1—a*
ex
1+e a* ! a* P a*

is strictly decreasing with respect to o*, for a* € (0,1), and

is larger than zero if o* < 1 — 1; which follows from (37).
Moreover, since a* € (0,1), the term a—l* is also greater than
0 and is strictly decreasing with respect to o*. Therefore, for
% > ¢ (or, equivalently, 1 — 1; > ), it follows that
(38) strictly decreases with respect to o* for a* < «,,. Fact 3

can be proven following similar procedures. Note that, since

1—aF 1—aF
Y 1+e)—da")|area, > —2

a* ar —d(a")|ar=a,, =0,

it follows that €, must be greater than O since (38) is strictly
decreasing.

Given the facts above, let us first prove that a* > oy, — €.
Define the event

i {7 P <€}

for any € > 0. From (15) and the definition of d(«*) in the
statement of Proposition, we have (39) in the top of the next
page. As for equation (39), (a) follows from the fact that 0 <
Yg+ P < € under event A, and that 1 — o* < 1, (b) follows
by the definition of vg_ in (14), and (c) is due to the fact that
3= > log(P/e) and that

lg &> =cos’0>1-6=1 D

r

which follows from the QCA model in (4). Moreover, with
the fact that ||h,||2/M; £ 1 as M; — oo (which follows by
the LLN), we also have from (14) that

Yegr = ]\Lh%ﬁsiﬁﬁ <9 T
and, thus, Pr(A.) — 1 as My — oo, for B > (M; —
1)log(P/e) (or equivalently P2 wT < €). Basically, the
RHS in (39) will then approach 1= (%ﬂ) for M; suffi-
ciently large since ||h,.||? /M, approaches 1 from the LLN and
1/M; approaches 0. Then (39) becomes

1—a* 1
a* 14+¢)’

Note that there must exist o* sufficiently small such that

1;3* 1; — d(a*) > 0 (which follows by Fact 1) and that

d(a*) >

(40)

1—a* 1
o 1+4+e€

1—ao*

— d(a")ar=a, < — d(a*)|ar—a, = 0.

Then, by the strictly decreasing property given in Fact 2, there
must exist ¢, > 0 such that

l—a* 1

a* 14e

d(a™)

for o* = o, — €; and, thus, (40) holds for a* > «,, — €.
Now, let us prove that a* < «,, + €,. Similarly, by (15),
we can write
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@ Ve, P(1—a”) ®)
(1+ (g Par +e+1) 4
© (1—a*) ( 1 )
> E " 1{A5}
o + nguJﬁ—zl)/Mt L+e
(P—e)

My

Vg, P(1gr P +1)(1 — ) X
(Ygr P(1— a*) + 1) (752 P(1 — a*) + 7g, Pa* + 1) 14

(1_0[*) ( 1 )
o + iy \1+e) U

(39)

d(a”) = (41)

E[ Ve P(rgt P+ 1)(1 = o) )
(g P — %) + 1) (751 P(1 — %) + 7g, Par + 1)~ 9

[ Ye, P(rgs P+ 1)(1 — %)
+E {AC} .
I_( gt P(1—a*) +1)(7g P(1 —a*) + g, Par +1) ¢
Note that the second term above can be written as (42) in the
top of the next page, where the last inequality comes from the
fact that o* > v, — €; proven previously. Since Pr(A4.) — 1
as M; — oo, the second term in (41) can be made arbitrarily

small for M, sufficiently large. Hence, it follows that, for M,
sufficiently large,

Ve, P(1— o)1 +¢)

d E 1
() < e P 1 {AE}]
1—ao*
= (1 + 6) E " ( 1) l{As}‘| . (43)
O+ 7o 0P

Moreover, by following similar arguments in obtaining (40),
(43) becomes

*

C(1+e

d(a*) < -

for M, sufficiently large. It then follows, from Fact 3, that
a* < ay, + €,. We also plot functions d(«) and (1 — «)/« in
Fig. 9.

C. Proof of Proposition 2

To prove this proposition, it suffices to show that, for any
e >0, if

<1 !
o =

e(6/2)P’
then o* > 1/(1 + ¢€) for M; sufficiently large. By the QCA
model in (4) (where cos? § > 1 — §) and by the definitions of
Vg, and vz in (14), we have that

Ve, /g = (cot? O)(M; — 1) > (251 — 1)(M,; — 1). (44)

Consider the event

Ac2 {1/(rgs (1~ a*)P) < ).

One can rearrange (15) to obtain (45) in the top of the next
page, where the last inequality follows from (44) and the fact

that o € (0,1). For a* < 1— W (or, equivalently, when

1.3 : : ) oy
1
1

= = =(1-a)/a in Appendix B .
----- 1/ovin Appendix C
—d(o) A3

0.7

)
o
o
N
o
w
o
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o
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©

Fig. 9. Plots of functions related to the proofs of Proposition 1 and 2.

€ > W), the event A, holds true whenever Vet >

0/2. Therefore we have
Pr(yg1 >0/2) <Pr(A.).
By the LLN and (5), one can show that
Pr(ygr >0/2) = Pr(6/2 < sin?6) =1 — (1/2)M:=1,
Then (45) becomes

d(a) >
-1
1 . 1+ 1
o+ - ).
(1+e) (a (271 —1)(Mt—1)> ( 2Mt‘1>
(46)
Note that the RHS of (46) will approach with £

a*(1+e)
B/M; > 0 fixed and M; sufficiently large. In order to have

d(a*) > ﬁ, the value of o* must at least be larger than
1/(1+¢€) since d(a*) < 1 by Fact 1 of Appendix B. We also
plot functions d(«) and 1/« in Fig. 9. [ |

D. Proof of Theorem 1

It can be inferred that the AR in (20) can be further bounded
as follows

I, 2 sin? 0 (5725

cos2

)P+1]

<E {log
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Ve, P

[VQ%P(l —ao*)+(1-a)

’ygTLP(l —a*)+1 Y, Po* + (v

sr P(1—a) +1

g, P 1-Pr(4A) 1—-Pr(A)
146 E ligar| =
{AE}] <3, Par {AE}] o S an—a
(42)

d(a*) > E

(Ve /7es ) + (1 + W) (1-a*)

7gr/7g¢ ngL(l —a*)P+1—a*
Ygr(1—a*)P +1

>E

(e /e + (1 + ) (1 — a*) Tre

vgr/ngL <1+e(1 —a*)

) Ly

1+e€

* - 1 .
) 1{Ae}] > <Oé + (2% _ 1)(Mt _ 1)) (1 +€)P (Ae)7

(45)

1+ [|h,||?a* P
—|—E{log—” H P ]

I [[2a P

b (1—ap)
M,—1
cos2 6

<logE
E [1/]h,|?
44%Q+ [yl H)
ay P

(_b) Mt(l — ) 2 B
= log ((7Mt 1 P+1)E [sec 9]

(a) P+1  [h]?(1—a})

M, -1

M;(1 - a;‘,)P)
M, -1

+log (1 + (47)

W TeP)

where (a) follows from Jensen’s inequality [16], and (b) fol-
lows from the facts that E[||h,.||?] = M;, E (W) = =1
[19], and that ||h,| and sin?#@ are statistically independent
[8]. By the QCA model where sin® 6 < 2_%,
E [sec20] < 1/ (1 - 2»&‘31). Substituting this inequality
into (47) gives rise to (1). Theorem 1 is then proved. |

we have

E. Proof of Theorem 2

Basically, we modify [2, Appendix B] to reach (50)
and derive new results based on (50). First, let us define
gr={grliltise, 9e={gelil}iL, and s"={s[i]}i_,. By Defini-
tion 1, for any € > 0 and n > ng, the achievable secrecy rate
R can be upper bounded as

(a)
nR—ne’ < H(wlg®, h?, h?) < I(w;§"|§7, h™, h?) + ne,

(b)
< I(s

" 9719¢ by he) 4 e, (48)
where (a) follows from Fano’s inequality for any e; > 0
and sufficiently large n [2], and (b) follows from the Markov
relation w <> s™ <> (97", §2). According to the channel model
in (7) and (8), it can be shown [2] that

1(5;9r|9e, hy = Dy b, = h,) =
) —

[I(s;9r/h, = h,, h, = h,

he)J"
(49)

( ge‘hr - flryhe -

for a certain fading state (flr, fle) With (48) and (49), and by
following [2] we have (50) in the top of the next page, where

go =1 + ¢ and N(flr, fle) denotes the number of times for
which the channel (h,., h,) is in fading state (h,., h,) over the
n channel uses.

Notice that, for a given channel state (flT7 fle), (7) and (8) is
equivalent to a scalar Gaussian wiretap channel, and therefore
[I(s;§r/h, = h,,h, = h,) — I(s; je|h, = h, h, = h,)]T in
(50) is maximum with Gaussian s (see [21]). Then, as [2], we
denote the average power of s[i] and a[i] over the channels
(h,[i],h.[i]) = (h,,h.) in n channel uses as P” and P7,
respectively. It is easy to see that

[I(s;9,|h, = h,,h, = h.) — I(s;c|h, = h,,h, = h,)]*"

+

hr 2P” h,. 2P"

<|[log |1+ N‘ ol —log 1—|—‘g7“7|2n

|h,Ng, 2Py +1 [heNg, [|2P;
n _hgf® pn
< logPa +HhrNng2PS
- n |hegr 12 n
Pt Thong 2 1

By substituting this inequality into (50) and by following steps
in [2], we have

e

=E

h,.gH|?
P'n_|_ ‘ _rese 1 Pn
[h-Ng, 12

h.gH|? n
Pn_;r ‘ _1tesy | Pn
[heNg, |2

+
h,gf|?
P+t p,
+uhN P

log

where P, and P, denote the limits of P}* and P for n — oo,
respectively, and the last equality follows from the er%odlclty

|h ‘ ngy‘
of the channel [2]. Notice that, for Th, NngQ > Hh No

<&+&M@TNMN& )
P+ P, |h.&f|*/|h.Ng, |
{lo [h,g|* |h.Ng }

® . Ng ]2 \hegr 2l

since (a + b)/(a +d) < b/d for a > 0 and b > d > 0.

h ~H |2 h ~H (2
The bound also holds true for th Tl\glf ‘HQ heg, |
TENgr

(52)

< Th.Ng. 2 since
the left-hand-side (LHS) of the above inequality is negative
in this case. This leads to the result in (23). By following
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> 1. 1 1 1 N flm ljle 1 1
R < //[I(SvgrulT =h,,h, = he) - I(S, ge‘hr =h,,h. = he)]ﬁ_gdhrdhe + 2, (50
n
the arguments in [2], one can show that the bound also holds further lower-bounded as
true for finite n. Note that the bound holds regardless of the r B2 cos? d -
power allocation under any channel state. Thus the bound is E |log |1+ b |[* cos
valid not only for the no CQI case with fixed power allocation ‘Jl\? oA in% g + = a) -
for all channel states, but also valid even if the transmitter has -
perfect knowledge of the CQI and is able to perform power b, [|? cos? 6 -
. . K >E log | 1+ ENE l{A 1
allocation across time-varying channel states. | J\M I* ¢in2 g + = )P
(M; — 1) cot? 0 -
>E| log PR S 1 l{Aé}
Hhr” )
F. Proof of Corollary 1 229(1
(M; — 1) cot* 0 -
Following arguments as those in the proof of Lemma 1, the log ( 1+e¢ Liasy
bound in (2 Is t
upper bound in (23) equals to —E[log (cot 9)] [log cot2 1{A
- M; — 1)
~H 2 + El1l ( t e 1
E <log & | i Uth2> Og( 1+e {Ac}
lgrNg, [I> v
[ vans —2 \" E|log | (M, —1)cot?0- —2— || - &, (57)
=E <log cot? Git) 11—« ’
U2

=E |log <c0t2 0

VoM, —2
V2

V20 —2

—E l:log <00t2 0 ) 1{cot2 0 v21v1t2<v2}:| . (53)

V2

With M, sufficiently large and define F(2,2M; — 2) =
m by the QCA model in (4), we have (54) in
the top of next page where €1 > 0 goes to zero as M; goes to
infinity. We now prove inequality (a) in (54). By the LLN, the
distribution of F'(2,2M; — 2) will approach that of vy as M,
goes to infinity. Then the LHS of (a) in (54) equals to (55)
in the top of the next page, where last inequality holds by
choosing M, sufficiently large since E;(x) is a non-negative
and strictly decreasing function with lim, ., E; (z) = 0.

For M; and P sufficiently large and by applying the
inequality Eq(z)e” < In(ifZ) [15] along with (12), the
achievable secrecy rate in (9) can be lower-bounded by

|y [|? cos? 0 - -2

Hhr\l2
M~ sin® 6 + TP a)P

—lo L —c
E\1-4 2

where |e2| can be arbitrarily small. Let us define the event

1 b
a2l
(<

R(a)>E |log [ 1+

(56)

€ t —

sin?0(1 — a)P} ,

where € > 0. Then the first term of the RHS of (56) can be

where €, > 0 goes to zero when M; goes to infinity. The last
|h H

inequality of (57) come as follows. Apply the LLN on
we know that event A happens when {cot? § < ¢(1— a)P 1}
for M; large enough. If we choose P satisfying ¢(1 — «)P >
2/4, from the probability density function (PDF) of cot? 6 [7]

E | log (cot2 0) 1racy

o 2B(My —1
:/ logxi( i M)dx
e(l—a)P—1 (z + 1)M:

2B(M; —1
( ) 4

< log g —————=
/ ECESVD

where § = 2-B/(Me=1) The RHS of the last inequality of
(58) is upper-bounded by

> 2B(M, —1 1 B+ 1
/ ( tM)dI: M—1|: +Og6+1}
%_1 ( +1) t 2t Mt—l

With large M; and fixed n £ B /M, the RHS of the above
inequality can be made arbitrary small. Moreover, using the
methods under (45), Pr(A.) > 1 — (1/2)™:~1, then

(58)

log(z + 1)

(M —1)125
B log (T Liag
(My—1) 25
(M — 1) 125 log ( TFe )
Zlog 1+€ - 2]\/[t71 9 (59)

With large M, the second term in the RHS of (59) approaches
to zero. Then from (58) and (59), we can prove the final
inequality of (57).

Finally, from (53), (54), (56), (57) and by applying the LLN

kot 2 , the difference between the upper bound in (23) and

on 537, =
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V: — v
—E|log ( cot? 22 Licot? 0 vans, —a<vo} | < BE|log 2 = B
v2 ' vang,—2(27 T — 1) ) @M=D) vanr 2 <2}
F(2,M; —2 (a)
= E|log 2, - ) B < ey, (54)
(Mt _ 1)(2—1\@71 _ 1) {(My—1)(2Me=1T —1)<F(2,M;—2)}
o0
T 1
/ 5 log = 3 exp(—x/2)dx
(M;—1)(2 ™M =T —1) (M —1)(2™7—T — 1)
T T 0
=— (loge) Eq (—) —log exp(—x/2) B
2 (M, — 1)(27 T — 1) (M,—1)(2 =T —1)
B
. T M; —1)(2Me—1 — ]
= _loge | lim B, (—) g, (A= 1)) <2, (55)
T—00 2 2
the achievable secrecy rate in (9) is no greater than ‘log Oz| — [18] W. Dai, Y. Liu, and B. Rider, “Quantization bounds on Grassmann
Ellog(v2/2)] + & for M; and P large enough, where ¢ = manifolds and applications to MIMO communications,” IEEE Trans.
s Ell b > Iy found Inf. Theory, vol. 54, no. 3, pp. 1108-1123, 2008.
|51 +éx+ €2|' mnce [og(v2/2)] can be numerically Toun [19] A. M. Tulino and S. Verdu, Random Matrix Theory and Wireless
as —0.832, it then concludes the proof. [ ] Communications. now Publisher Inc., 2004.
[20] A. M. Mathai and S. B. Provost, Quadratic Forms in Random Variables.
Marcel Dekker, 1992.
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