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Abstract— A training-based channel estimation scheme is pro-
posed in the paper to enable the quality-of-service discrimina-
tion between legitimate and non-legitimate receivers in wireless
networks. This method has applications ranging from user
discrimination in wireless TV broadcast systems to the prevention
of eavesdropping in secret communications. Specifically, by con-
sidering a network that consists of a multiple-antenna transmitter
and two single-antenna receivers (i.e., the legitimate and non-
legitimate receivers), we propose a multi-stage training-based
channel estimation scheme that minimizes the normalized mean-
squared error of the channel estimate at the legitimate receiver
subject to a constraint on the estimation performance attainable
by the non-legitimate receiver. The key idea is to exploit channel
feedback from the legitimate receiver at the beginning of each
stage to enable the use of artificial noise in the training signal,
which allows us to effectively degrade the channel estimation
performance at the non-legitimate receiver. The channel estimate
obtained by the legitimate receiver in earlier stages are restricted
due to constraints on the performance of the non-legitimate
receiver, but may improve rapidly in later stages owing to the
help of artificial noise and more accurate knowledge of the
legitimate receiver’s channel. Simulation results are presented
to demonstrate the efficacy of the proposed channel estimation
scheme.

I. INTRODUCTION

Consider the problem of discriminating between the quality-
of-service (QoS) achievable by different receivers in a down-
link wireless system. This problem appears in many wireless
applications, such as the QoS discrimination between paid and
unpaid users in TV broadcast systems or the prevention of
eavesdropping in secure communication systems. Convention-
ally, these issues have been addressed with the use of appli-
cation level cryptography [1] or through authentication mech-
anisms [2], which typically requires large message overhead
and may become vulnerable in the future as the computation
power of unauthorized receivers increases. In recent years,
the fundamental notion of physical-layer secrecy [3]-[5] has
drawn much attention from the information theory community.
Most of these works focus on the study of the so called secrecy
capacity, that is, the maximum rate achievable between the
legitimate transmitter-receiver pair subject to constraints on
the information attainable by the unauthorized receiver. In
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this paper, we instead investigate these issues from a signal
processing perspective through the design of training signals
for discriminatory channel estimation at the receivers.

The main contribution of this work is to propose a multi-
stage training-based channel estimation scheme that minimizes
the normalized mean square error (NMSE) of the channel
estimate at the legitimate receiver subject to a constraint on the
estimation performance attainable by the unauthorized receiver
or eavesdropper'. Specifically, consider a network that con-
sists of a multiple-antenna transmitter and two single-antenna
receivers (i.e., the legitimate receiver and the eavesdropper).
Inspired by the work of Goel and Negi [6], discriminatory
channel estimation is performed by utilizing artificial noise
(AN) in the left null space of the legitimate receiver’s channel
to degrade the estimation performance of the eavesdropper.
This requires transmitter’s knowledge of the channel to the
legitimate receiver that, however, can be obtained through
feedback. The quality of the channel estimate obtained by
the eavesdropper is constrained due to the use of AN while
the estimate at the legitimate receiver can be refined after
each stage. Consequently, QoS discrimination can be achieved
by using high-order modulations or high-rate error correction
codes for information data broadcasting since this will lead to
poor symbol error performance at the eavesdropper.

Specifically, the proposed training-based channel estimation
scheme consists of two phases. In Phase 1, the transmitter
first broadcasts a training signal, as in conventional training
schemes [7], to perform preliminary training on the legitimate
receiver’s channel. Because of the broadcast nature of the
wireless medium, the training signal power in Phase 1 must
be restricted in order to constrain the channel estimation
performance at the eavesdropper, but this also limits the
estimation performance at the legitimate receiver. By having
the legitimate receiver feedback its preliminary channel esti-
mate, the transmitter then sends another sequence of training
signals which contains AN in the left null space of the legiti-
mate receiver’s channel. This special training sequence will
degrade the eavesdropper’s channel estimation performance
while allowing the legitimate receiver to retrain its channel.
Multiple stages of this feedback-and-retraining process can be

'Following the terminology of the secret communications literature [3],
we shall refer to the unauthorized user as the eavesdropper throughout the
remainder of this paper. However, this terminology may differ depending on
the specific application.
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Figure 1. A network diagram consisting of a multi-antenna transmit-
ter, a single-antenna legitimate receiver and eavesdropper.

performed in Phase 2 to further refine the channel estimate at
the legitimate receiver. We show that the transmitter must be
more conservative when utilizing AN in early stages, since
the lack of precise knowledge of the legitimate receiver’s
channel will cause noise leakage into its channel [8] and
further corrupt its channel estimate. Therefore, we propose to
judiciously design the power allocation between the training
data and the AN by minimizing the NMSE performance of
the legitimate receiver subject to a performance constraint
on the eavesdropper. Simulation results will show that the
proposed discriminatory channel estimation scheme can render
the legitimate receiver to acquire an accurate channel estimate
while retaining the NMSE of the eavesdropper at a high value.

II. PROBLEM STATEMENT AND SIGNAL MODEL

We consider a wireless network that consists of a multi-
antenna transmitter and two single-antenna receivers (i.e. the
legitimate receiver and the eavesdropper) as shown in Figure
1. The transmitter emits a sequence of training signals to
enable channel estimation at the legitimate receiver. To prevent
the eavesdropper from benefiting from the training sequence,
we propose a discriminatory multi-stage channel estimation
scheme as described in the following:

o Phase 1 (Preliminary training): The transmitter emits

a sequence of regular training signals (that consists of
only training data and no AN) for preliminary channel
estimation at the legitimate receiver.

o Phase 2 (Feedback-and-retraining): The legitimate re-
ceiver sends back its preliminary channel estimate to the
transmitter. To degrade the channel estimation perfor-
mance at the eavesdropper, the transmitter broadcasts an-
other sequence of training signals which contains artificial
noise (AN) in the left null space of the estimated channel.
Both the legitimate receiver and the eavesdropper will
make use of the training signals in both phases to re-
fine their channel estimates. The feedback-and-retraining
process can be repeated multiple times, if necessary.

Denote by N; the number of transmit antennas at the
transmitter. Assume that the feedback-and-retraining process
in Phase 2 is performed K times such that there is a total

of K + 1 stages in the training process. Let X, € CTkxN:
denote the transmitted training signal matrix in stage k, with
the signal length equal to T}. The signals received by the
legitimate receiver and the eavesdropper are respectively given
by

Legitimate receiver : y, = Xih + wy, (D)
Eavesdropper : z, = X,.g + v, 2)

for k=1,2,..., K + 1, where

h,g € CMe: channel vectors from the transmitter to the
legitimate receiver and the eavesdropper, re-
spectively. The elements of h and g are
assumed to be independent identically dis-
tributed (i.i.d.) complex Gaussian with zero
mean and unit variance;

AWGN vectors at the legitimate receiver and
the eavesdropper, with the powers per entry
equal to 02 and o2, respectively.

The training signal matrices X, £ = 1,..., K + 1, are
designed as follows. In Phase 1 (i.e., stage k = 1), the
transmitter employs regular training techniques for preliminary
channel estimation at the legitimate receiver. Assuming that the
average transmission power in Phase 1 is P, we can write X,

as
[P,
X, =
1 N, (O 3)

where C; € CTt*Nt ig the training data matrix satisfying
CfCl = Iy, and Iy, is an N;-by-IV; identity matrix. We
assume that the legitimate receiver uses the received signal y
and the training signal X to obtain a preliminary estimate of
h, denoted by fll, and sends fll back to the transmitter.
With hy, we can then design the training signals that contain
AN in the left null space of h; in an attempt to corrupt the
eavesdropper’s channel estimate [6]. Specifically, we set

BT,

Ny
where P, > 0, Cy € CT2*Nt represents the training data
matrix satisfying CYCy = Iy,, N; | € CNo*(NVe=1) gpans
the left null space of h, satisfying N}{Z 1N}1,1 = In,_1, and
A, € CT2*(Ne=1) s an AN matrix, with each entry being
ii.d. complex Gaussian with zero mean and variance equal
to 02,2. It is worthwhile to notice that, the legitimate receiver

Wy, Vi € CTr:

Xy =

Cy+ Ay N,;Hl €]

may also suffer from the AN added in (4) since the estimate fll
is in general not perfect [8]. Therefore, the allocation between
the training data power P» and the AN power 03,2 should be
designed carefully.

The training design rule used in (4) also applies to X, for
k =3,...,K 4+ 1 if the feedback-and-retraining process in
Phase 2 is performed multiple times. We will discuss this
multiple-feedback-retraining case in detail in Section IV. In
the next section, we focus on the case of KX = 1 (one
feedback-and-retraining process) and present a design criterion
for the discrimination between the estimation performance of
the legitimate receiver and that of the eavesdropper.
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III. DISCRIMINATORY CHANNEL ESTIMATION
FOR K =1

In the section, we first analyze the NMSE performances of
the legitimate receiver and the eavesdropper considering that
the training signal design mentioned in the previous section
is used. Then, we find the optimal set of training powers P,
P, and the AN power o , that minimizes the NMSE of the
legitimate receiver subject to an NMSE lower bound on the
eavesdropper.

A. NMSE Analysis and Design Criterion

We assume that both the legitimate receiver and the eaves-
dropper employ the best linear unbiased estimator (BLUE) [9]
for channel estimation. In that case, the preliminary channel
estimate of h at the legitimate receiver in Phase 1 is given by

hy = (X{'X,) "' Xy, )

£ h+ Ahy, (6)

where Ah; € C™t is the estimation error vector which has
the correlation matrix given by [9]

2
E{Ah;(Ahy)"} =02 (XIX,) " = (it‘;w> Iy, (1)
141

We then obtain the associated normalized MSE (NMSE) of
Ah; as

Tr (E{Ahy(Ah)7})  Nyo? ®
Ny - PTy
In Phase 2, the legitimate receiver can make use of both

y1 and y, as well as knowledge of fll to refine its channel
estimate. Specifically, by (1), (3) and (4), we have

e
y2 Y= N M h Pt
Y2 BLc, AzNj it w,

NMSE(M) =

i LlTlCl- w
= Ve h+{A N Ah +'w] ©
B2Cy) 2o TR

£Ch + w,

(10)

where we have applied (6) and the fact that N/ 1131 =0

in obtaining (9). Applying the BLUE to (10), we obtain the

associated NMSE as [9]

T ((C7R;'C) )
Ny ’

where Ry = E{ww}. By the independence between w,

wsy and Ao, one can show that

R, — | 0 12
5 = - (12)
0 (B{INI Aby|*}o2, +03 ) I,

Since N; | and Ah; are statistically independent conditioned
on fll, by (7), (8) and the fact that NizHlNﬁ 1= In,—1, we
can show that ’

E{|INJ | Ahy[*} = (N; — 1) - NMSE, .

NMSE®?) = (11)

13)

Substituting (12) and (13) into (11), we obtain

-1
PyTs /Ny
Tr P T 4 213 I
ouNe © NMSE! (N —1)02 ,+02, Ne

NMSE(?)=
SE( N
—1
_ 1 . PyT5 /Ny
NMSEL  NMSED - (N, — 1)02,+ 02 )

(14)

The NMSE performance of the eavesdropper can be ana-

lyzed as follows. By (2), (3) and (4), we have the received
signal at the eavesdropper as

a |21
7z = =
Z2

£Cg + v,

PJI\%IC1 g+ [ ;1 }
ELc,| T [N gt

(15)
The covariance matrix of v can be shown to be

R, = B{oo"} = ouln, 0 (16)
v 0 ((Nt — 1)0212 + 012)) I, |°

Hence, the NMSE of the eavesdropper is obtained as

—1
P T PyT5 /N,
NMSE(® " (<"5N1‘ * o) IN")
e Nt
—1
_ 1 PTs /N, an
NMSEY  (Ni —1DoZ,+02) 7
where N.o2
NMSE(Y = #;11’ (18)

stands for the NMSE of the eavesdropper when using only
the training signal in Phase 1 for channel estimation. It is
worthwhile to notice from (14) and (17) that

NMSE® < NMSE(", NMSE(® < NMSE(Y,  (19)

as long as P75 > 0, implying that both the legitimate receiver
and the eavesdropper should always use the training signals
in both phases for channel estimation.

With (14) and (17), we can then find the optimal set of
training powers P;, P, and AN power 0272 by solving the
following optimization problem:

min NMSE§2) (20a)
Pl»P270,2,,,220
s.t. NMSE® >+, (20b)
2 2
BUXa 3+ BUXlR) _ p 0

T+ Tz
where 0 < 7, < 1 is the preassigned NMSE lower bound
on the eavesdropper, and P, > 0 is the maximum average
power. Equation (20c) represents an average power budget
constraint on the training signals over both phases. Notice that,
by (3) and (4), we can write

E{IX1]5} + B{IXollF} = ATy

+ (P + (Ny — 1)0372)75. (1)
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One can see that criterion (20) aims to minimize the NMSE of
the legitimate receiver while enforcing an NMSE lower bound
on the eavesdropper.

It is interesting to remark that, by (17), (18) and (20b),

Nyo?
. < NMSE® < NMSE(}) = —2v
’y — e —_ e PlTl

Since Py T} < Pave(T1 + T3) by (20c) and (21), we have that

(22)

. NtO'?j
0 < P,T; < min y Pove(T1 +T3) ¢ . (23)
Ve
However, it is reasonable to choose
N,
(% (24)

- Pavc(Tl + T2)
where the right hand side of (24) stands for the minimum
NMSE achievable at the eavesdropper without adding any AN.
If ve < N¢02/(Paye(T1 +T3)), then a straightforward optimal
solution to (20) is given by P, = P> = P,y and 0372 = 0.
Hence, by (23) and (24), we conclude with

NtO'

€

0<PTy <7. &

(25)

as an additional constraint for (20).

B. Optimal Power Allocation

We now show that, with the additional constraint in (25),
the nonconvex optimization problem in (20) can be solved via
a simple method based on the one-dimensional line search.
For notational simplicity, we define a = P11, b = P15 and

= (Ny — 1)o? 0, 2. Together with the constraint in (25), one
can reformulate (20) into the following maximization problem

a-b

X TN, exa (262)
02

stat g S (26b)

(Z+T2 C+b < P)ave(Tl ‘i‘Tg), (Zéc)

a < Fe. (26d)

By close inspection of the problem structure of (26), it can be
shown that solving (20) is equivalent to solving the following
problem with only a as the variable:

a-bla)
_ 2
mc?xa+Nt~c(a)+a (272)
s.t. Nio? < a <A, (27b)
where
Pave (T 1) —
cla) = (T +13) , (28)
T2 + ('Yeva)
b(a) = (% - “) c(a) + Fe — a. (29)
UU

Therefore, (27) can be solved via line searching with respect
to a over the interval [N;02, 7], and the associated optimal
c and b can be obtained by (28) and (29), respectively. The
proof of equivalence of (20) and (26) is omitted here due to
space limitations.

IV. DISCRIMINATORY CHANNEL ESTIMATION
FOR K >1

It is worthwhile to notice that, even with the optimal
power allocation, the NMSE performance of the legitimate
receiver may be restricted (and may even be worse than that
of the eavesdropper) if we are only allowed to perform one
stage of feedback-and-retraining process in Phase 2. This is
true especially when . is set at a high value or when the
eavesdropper has a much higher signal-to-noise ratio (SNR)
than the legitimate receiver (e.g., when 02 < ¢2). In either of
these cases, the training energy P71} in Phase 1 must be small
in order to meet the constraint in (22), which then degrades
the quality of the preliminary channel estimate in Phase 1.
The lack of precision in the ]é)reliminary channel estimate (i.e.,
the large value of NSME ) will restrict the use of AN in
Phase 2 and thereby limit the ability of the training scheme to
discriminate between performance of the legitimate receiver
and that of the eavesdropper [see also (14)]. Fortunately, this
problem can be resolved by performing multiple stages of
feedback and retraining in Phase 2.

We consider the case that the channel estimate feedback
and retraining in Phase 2 is repeated K times (K > 1) so
that there is a total of K + 1 stages of training. For k > 2,
let fik,l be the channel estimate obtained at the legitimate
receiver from the observations vy, ..., Yyx—1 and training data
Ci,...,Cg_1. In the kth stage of training, the discriminatory
training signal Xy, is given by

P,
Xy =) = ka+Athk .

where C;, € CT+*Nt s the training data matrix satisfying
C{Cr = Iy, Nj,_, € CVXNil) spans the left null
space of hy_; satisfying NthN;Lk = In,_1, and Ay €
CTex(Ne=1) consists of i.i.d. complex Gaussian random vari-
ables with zero mean and variance equal to o2 ,. Denote by

Ahy 1 =h, ;—h (31)

the estimation error vector at stage k — 1. For K > 1, one can
rewrite the received signal at the legitimate receiver in (10) as
follows

PiT
yi =/ Cib+wn,
PiT,
yp =/ — kah+Akak b+ wy
T
=/ ]kaCkh AN Ahgtwe (33)

for £ = 2,..., K + 1. Following the analysis presented in
Section III-A, we can show that the NMSE at the legitimate
receiver with K feedback-and-retraining processes can be
expressed in the following recursive form
-1
) , (34)

(30)

(32)

NMSEHK+—

1 Pr1Tr 41/ Ny
NMSE® | NMSE® (N = 1)02 o yy + 02,
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with the NMSE(" given in (8). Similarly, the NMSE at the
eavesdropper by (K + 1)-stage training can be shown to be

NMSE(K+1):< 1 Pr 1Tk 1 /Ny )

NMSEX) (Vg = 1)o2 ) +02

K41 -1
P,Ty /Ny

. (35

+y (Nt_1)037k+gg> 35)

v k=2

With (34) and (35), one can jointly optimize the power
values of Pi, and P, and o2, for k = 2,...,K + 1, by
using a design criterion as in (20). Specifically, we consider
the following optimization problem:

min NMSEK+D (36a)
Py, Py 02 >0,
k=2,....K+1
s.t. NMSE(KFD >+, (36b)
0< PTy <7, (360¢)

K+1 K+1
> EB{IXll7} < Pave <Z Tk> . (36d)
k=1 k=1

where (36¢) is due to (25), and (36d) is the energy budge con-
straint. In comparison with (20), the optimization problem (36)
is much more involved due to the recursive structure in (34).
In fact, (36) is nonconvex and the global optimum solution
is completely intractable. However, (36) can be suboptimally
handled using the monomial approximation and condensation
method (a successive convex approximation method) in the
context of geometric programming (GP) [10]. This method
basically involves solving a sequence of convex GPs, and
hence an approximate solution of (36) can be efficiently ob-
tained by interior point methods. Due to space limitations, the
application of the condensation method to (36) is omitted here.
In the next section, it will be shown by computer simulations
that the discriminatory channel estimation performance can
be greatly improved when the multiple-feedback-retraining
process and the design criterion in (36) are used.

V. SIMULATION RESULTS AND DISCUSSION

In the section, computer simulation results are presented
to demonstrate the efficacy of the proposed discriminatory
channel estimation scheme. A network system as shown in
Figure 1 was considered. We set N; = 4 and set the elements
of the channel vectors h and g as i.i.d. complex Gaussian
random variables with zero mean and unit variance. The
training data matrices Cy, k = 1,..., K + 1, were randomly
drawn from semi-unitary 7} x N; matrices. The average power
budget P,,. was set to 30 dBm and the training signal length
per phase was set to

300 J 37)

Tp = | —>—
i {K+1

for all k =1,..., K 4+ 1. It is worthwhile to note from (37)
that we have fixed the total training length (which was 300)
and thus also fixed the total energy consumed for training for

fffffffffffffffffffffffffffffffffffffffffffffffffffff
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. i i
0 10 20 30 40 50 60
SNR; (dB)
Figure 2. Simulation results of NMSE performance when only one

feedback-and-retraining process is performed in Phase 2 (K = 1) for
SNR, = SNR..

any choice of K. In the simulation, we considered an “NMSE
lower bound” which is given by

]\]-tO'2

NMSE lower bound = 7}(711

ave k=1 k

(38)

This lower bound represents the best NMSE performance
achievable by the legitimate receiver and the eavesdropper
when o2, = 0 for all k (no discrimination). The SNRs at the
legitimate receiver and at the eavesdropper were respectively
defined as

P, P,
SNR, = ~5°, SNR. =~ (39)

Each simulation result was obtained by averaging over 100
channel realizations.

We first consider the scenario when the legitimate receiver
and the eavesdropper are equally distant from the transmitter
(i.e., SNR, = SNR.) and only one feedback-and-retraining
process was performed in Phase 2 (K = 1). In Figure 2,
we show the NMSE performance of the legitimate receiver
and that of the eavesdropper for 7. = 0.1 and . = 0.03,
respectively. The power values Py, P, and o2 , were obtained
according to (20). First, one can see from this figure, that
NMSE:s of the eavesdropper are well constrained to 0.1 and
0.03, respectively, and we see that the discrimination between
the legitimate receiver and the eavesdropper is significant
only for SNR, > 20 dB, implying that a sufficient amount
of power is required for discriminatory channel estimation.
Second, we observe that the NMSE difference between the
legitimate receiver and the eavesdropper for v, = 0.1 is quite
limited and is larger for v, = 0.03, demonstrating a tradeoff
between the value of 7. and the achievable NMSE of the
legitimate receiver. Finally, one can see from Figure 2 that
the NMSE attainable by the legitimate receiver is far away
from the NMSE lower bound.

In Figure 3, we display the results when 15 feedback-and-
retraining processes were performed in Phase 2 (K = 15). The
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Figure 3. Simulation results of NMSE performance for & = 15 and
SNR, = SNR..

values of {P}15, and {037 w118, were calculated according
to (36). By comparing Figure 3 with Figure 2, one can see
that the NMSE performance of the legitimate receiver either
for 7. = 0.1 or for 7. = 0.03 is greatly improved, whereas
the NMSEs of the eavesdropper are still well controlled. In
particular, we can see that the NMSE of the legitimate receiver
can be close to the NMSE lower bound for 7. = 0.03 and
for all SNR, > 25 dB, showing the efficacy of the proposed
discriminatory channel estimation scheme. To understand how
the multiple-feedback-retraining approach can improve the
discriminatory channel estimation performance, we plot the
distributions of optimized {P;}}5, and {027 w118, in Figure
4 for 7. = 0.03 and SNR, = SNR, = 40 dB. We can see
that the optimized P, is relatively very small in order to limit
the eavesdropper’s best NMSE performance to 0.03. After the
first phase of training, the optimized P as well as AN powers
o2, monotonically increase since the NMSE™ can gradually
decrease from one training stage to another [see (34)].

We also considered the scenario that the eavesdropper is
much closer to the transmitter than the legitimate receiver (i.e.,
SNR. > SNR,). We set SNR, = 25 dB and SNR, = 45 dB.
Figure 5 shows the results for 7. = 0.03 and . = 0.02.
We can observe from this figure that for K < 2, the NMSE
performance of the legitimate receiver can be even worse
than the eavesdropper. However, if there were more than
3 feedback-and-retraining processes performed in Phase 2,
the adverse situation can be turned around and the NMSE
performance of the legitimate receiver eventually gets close to
the NMSE lower bound.
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