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%F’%Tﬁﬁi— (e = 25 I’F'EJ-FI’%EI#I% FUkL g R [Ad=C H " TCP/IP Architecture
FUH[E protocol, ¥ packet [HGERVHZVEL( » [ iekL TCP Port, Y[ f4RFC ¥ [
FILESH &f'ﬁv—ﬁ’?ﬁﬁl FUEYR o

25 ¥ [FEF-RFC 1700,RFC 854

TCP Port Number Description
20 FTP (Data Channel).
21 FTP (Control Channel).
.
80 HyperText Transfer Protocol (HTTP),
used for the World Wide Web.
139 NetBIOS session service.

Well-known TCP ports

UDP Port Number Description

53 Domain Name System (DNS) Name
Queries.

69 Trivial File Transfer Protocol (TFTP).

137 NetBIOS name service.

138 NetBIOS datagram service.

161 Simple Network Management Protocol
(SNMP).

Well-known UDP ports




OS5I Model TCPSIP .
Layers { Protocol i 15’1_5_.-;1F' FProtocal
. . Architecture | u
Application Laysrs
Layer |
Pr&fer’ hetian Epplicatiorn | [relnes ﬁP"SMTP prs||R1P |[srmP)
ayer Layer |
Session {
Layer Host-to-Host !
Transport TOP LUDE
Transport Laver
Layer {
M etk Internet | e TP TSP
Layer Layer { [fARP
Erat o Lirsk: |
Layer Network Etherrmat TF?ilﬁnen ";:::::! AT
Interface =
Physical LB
Layer i

REC L % F A W asfio— SRR i Lo a0

the TCP/IP protocol architecture

A ORI © Windows 2000 -4 BF9 RFC 41T © (QfTSH#1157)

RFC

768
783
791
792
793
816
826
854
862
863
864
865
867
894

919,

950
959

Title

User Datagram Protocol (UDP)
Trivial File Transfer Protocol (TFTP)
Internet Protocol (IP)

Internet Control Message Protocol (ICMP)

Transmission Control Protocol (TCP)

Fault Isolation and Recovery

Address Resolution Protocol (ARP)

Telnet Protocol (Telnet)
Echo Protocol (ECHO)
Discard Protocol (DISCARD)

Character Generator Protocol (CHARGEN)
Quote of the Day Protocol (QUOTE)
Daytime Protocol (DAYTIME)

IP over Ethernet

922

Internet Standard Subnetting Procedure

File Transfer Protocol (FTP)

IP Broadcast Datagrams (broadcasting with subnets)




1001
1002

1009

1034
1035

1042

1055
1112
1122

1144

TELNET Protocol I/ {

b

NetBIOS Service Protocols

Requirements for Internet Gateways

b

Domain Name System (DNS)

A Standard for the Transmission of IP Datagrams over IEEE 802

Networks
Transmission of IP over Serial Lines (IP-SLIP)
Internet Group Management Protocol (IGMP)

, 1123 Host Requirements (communications and applications)

Compressing TCP/IP Headers for Low-Speed Serial Links

Networlke Virtual Terminal

TCP connection

data and control over the J
same connection.

Network Virtual Terminal

negotiated options

3.3} 8 puaE R (U 2| Microsoft Network Monitor)

Network Monitor ¥+ i+ %% windows 2000 server 5./ [ 1> ffi" 1% F I') ¥ command

line ¥/~ netmon.exe Fﬁ]?ﬂ"““ﬁ[ﬁﬁ%%ﬁ@@?“ (sniffer) o

-+ MAC




- Microsoft Network Monitor - [Y\ETHERNETYNET 004854125A21 Capture Window (Total Stats)]

KRR RSO > PR 37 7 -

Microsoft Network Monitor - [\ETHERNETYNET 004854125A21 Capture Window (Total Stats)]

B 3T PV R RS R
PR Y] et

R

# o I

0o 0 1
O0OTEBO24587 (1 *BROADCAST
O002B302FE78 |3 “BROADCAST
0002B302F80E |1 *BROADCAST
0002B302FD38 |1 *BROADCAST
O002B30F4E47 |8 *BROADCAST
0002B332890C |1 *BROADCAST
0002B33CC265 |2 *BROADCAST
OONZB33CC2ET |2 “BROADCAST
O03ME321998 (1 “BROADCAST ?\—J‘ EV [’[E'E?ABA‘F?JFI :'j'il'—
O0EON4BR3EAR |2 “BROADCAST
O0GOBAO41670 (1 “NETBIOS Multicas]
O0GOBAO41E7D |4 “BROADCAST
O0G0BA12CE62 |2 *BROADCAST
ODGE0BAAFARCE |2 *BROADCAST
O0E0BACIZF20 |3 *BROADCAST
O0S0BACF30DD (1 *BROADCAST
O0S0BACFS031 (1 *BROADCAST
O0S0BAE24347 |8 “BROADCAST

2 |2 *BROADCAST
El
*BROADCAST |0 117916
“NETBIOS Multic|0 180
000102853104 0
0001E6024587 0
00028 302FE74 i}
00028 302F B5E i}
00028 302FD 34 0

<]
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Frame Time Src MAC Addr Disk MAC Addr

1

z 0.310446 LOCAL SYMERMSOSEDS
3 0.340459 O00ZE30F4647 *BROADCAST

4 0.530763 SYMERMSISEDE LOCAL

S 0.530763 LAl SYMERMSOSEDS
& 0.751123 020100000000 H#EROADCAST

7 0.941353 SYMERMSOSEDS LOCAL

1 0.941353 LOCaL SYMERMSISEDE
9 1.161670 SYMERMSOSEDS *BROADCAST
10 1.281843 020100000000 *BROADCAST
11 1.782563 020100000000 *BROADCAST
12 2.283283 020100000000 *BROADCAST
13 2,383427 O0SOBAEZ4347 *BROADCAST
14 2.784003 020100000000 *BROADCAST
15 3.144521 0002B33CC265 H#EROADCAST
16 3.164550 SYMERMSOSEDS *BROADCAST
17 3.254723 020100000000 H#EROADCAST
15 3314766 SYMERMSOSEDS LOCAL

19 3.314766 LOCaL SYMERMSISEDE
z0 3.424925 D-LINKS4F2EB2 *BROADCAST
21 3.7E0443 020100000000 *BROADCAST
2z 3.975717 SYMERMSOSEDS LOCAL

23 3.975717 LAl SYMERMS9SEDS
24 3.975717 LocAL SYMERMSOSEDS
25 4.286163 020100000000 *BROADCAST
26 4.336235 0002E302FS5E HFEROADCAST
27 4.346249 PADSZY *BROADCAST
28 4.63666F SYMERMSISEDE LOCAL

29 4.786583 020100000000 *BROADCAST
30 5.167430 SYMERMSOSEDE *BROADCAST
31 5.287603 020100000000 *BROADCAST
32 5.337675 O00ZE30F4647 *BROADCAST
33 5.788323 020100000000 *BROADCAST
34 5.545409 SYMERMS9SEDS *BROADCAST
35 6.259043 020100000000 H#EROADCAST
30 6.779749 SYMERMS9SEDS LOCAL

37 6779749 LoCaL SYMERMSISEDE
38 6.779749 LOCAL SYMERMSOSEDS
39 6.779749 LoCaL SYMERMSISEDE
40 6.779749 LOCAL SYMERMSOSEDS
41 6. 789763 020100000000 *BROADCAST
4z 770310 SYMERMSOSEDS *BROADCAST
<

TCR
ETHERMET
TCP
TCR
ARP_RARP
ETHERMET
ETHERMET
ETHERMET
ARP_RARP
ETHERMET
uppP
ARP_RARF
ETHERMET
TCP
TCR
UDP
ETHERMET
TCP
TCR
TCP
ETHERMET
MET
ARP_RARF
TCR
ETHERNET
ARP_RARP
ETHERMET
SAP
ETHERMET
ARF_RARF
ETHERMET
TCR
TCR
TCP
TCR
TCP
ETHERMET
ARP_RARF

I )
HPL 93, seq:2089155330-2059158423, ack: 833763327, win: 17391, srci 49,
Mearest Swe Query [Mearest Service Query]
AP len: 8, seqr 8353768327-833768335, ack:2089158423, win: 16948, srcr 183,
AP, lem: 20, seq2089158423-2089158443, ack: 833708335, win: 17383, src: 49,
ETYPE = 0:886F ! Prokocol = Unknown
AP len: 8, seq: §33768327-833768335, acki2089155423, win: L6948, sro; 183,
JA, ket 0, seqiZ089158443-20589158443, ack: 833768335, wint 17383, src: 49,
ARP: Reguest, Target IP; 140,114.79.40
ET¥PE = 0xB86F : Prokocol = Unknown
ETYPE = 0x886F ; Protocol = Unknown
ETY¥PE = 0x886F : Protocol = Unknown
ARP: Request, Target IP: 140,114.79.233
ETYPE = 0x886F : Protocol = Unknown
IP Multicast: Stc Port: Unknown, §1211); Dst Port: Unknown (1211); Length = 87 {0x..
ARP: Request, Target IP: 140.114.79.40
ETYPE = 0:886F ! Prokocol = Unknown
AP len: 25, seq: 833768335-833768360, ack: 2089158443, win: 16928, src: 183,
JAP.. len: 30, seqi2089158443-2089158473, ack: 833768360, win: 17358, src: 49..
IP Multicast: Src Pork: Unknown, §1211); Dst Pork: Unknown (1211); Length = 87 (0x..
ETY¥PE = 0x886F : Protocol = Unknown
AP len: B, seqr §33768360-833768366, acki2089158473, win: L6398, sro; 183,
AP, lem: 53, 5eq2089158473-2089158526, ack: 833708366, win: 17352, src: 49,
a5 lenr 0, s2Qi2093092943-2093092943, ack: 0, win: 16384, src: 4995 ds.,
ETY¥PE = 0x886F : Protocol = Unknown
MS: Query req. For PADSZD
ARP: Reguesk, Target IP: 140,114.79.232
JA, ket 0, seq: 8337E8366-833768366, ack: 2089158526, win: 16845, src: 183...
ETYPE = 0x886F ; Protocol = Unknown
ARP: Request, Target IP: 140,114.79.40
ETYPE = 0x886F ; Protocol = Unknown
Mearest Swe Query [Mearest Service Query]
ETYPE = 0x886F : Protocal = Unknown
ARP: Reguest, Target IP: 140,114.79,185
ETYPE = 0:886F ! Prokocol = Unknown
A5, len: 0, seq: §37519548-837619548, ack:2093092944, win: 2920, src: 1838..
LA, len 0, seqiz003092044-2093092944, ack: 37519549, win: 17520, src: 49,
AP len: B97, segi2093092944-209309354 1, ack: B3TE19549, win: 17520, src: 4.,
JAGF len: 0, seqr2093003841-2093095841, ack: 837519549, win: 17520, src: 49, .,
AP len: 24, seqiZ089158526-2089158550, ack: S33768366, win: 17352, sro: 49,

ET¥PE = 0x886F : Protocol = Unknown
;l_l

[Ethernetig0z 3 MAC Layer

ARP: Reguest, Target IP; 140,114.79,185
[CT4E) 4

[Fa 17237 [Off, 0 (0)

4 JFIBREE R Netterm fUF} &y

NetTerm ﬁfJ’E‘Héig_l_f—ﬁ bbs ifﬁ ’ ﬁ? remote login > =Y fF‘?[ElUEj’&%%@?ED[W\

a.ff1¥| NetTerm iﬁl_’*@ﬁﬁ] bbs

A fflH | nslookup #5435 ¢1 bbs.cs.nthu.edu.tw [ TP Address, ¥

C:%Documents and Settings“~Administrator>nslookup

Default Server:

Address: 1400114 .64

tw
Tt
64

edu .
edu

114

> bb=s.cs _nthu.
nthu

Server :
Address: 140

MHon—authoritative
Hame :

Address: 140 .114 .87

b.ffi®| NetTerm 3§ _-[=bbs

1@

1@

answer :
bbs . cs.nthu.edu. tw

o

nthu.edu. tw

#F12H]
T
e | P
Fi
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BN

a. F'aﬂ’??\winnt\system32\netmon\netmon.exe($ih 7 Microsoft Network Monitor)

TRV > B EpOR g

Src MAC Addr | st MAC Addr | Protocol | Description | Src Other Addr | Dst Other Addr | Type O &«
SYMERNSOSEDS LOCAL TCP o len 0, seq: B43596491-843596491,,,  211,79.242.25 BLUETOOTH P
0z0100000000 HBROADCAST ETHERMET ETYPE = 0:886F : Protocal = Unknown
CLDWAYNE *BROADCAST SMB C transact, File = \MAILSLOT\BROWSE CLDWAYNE 140,114,79.255 P
OLDWAYNE HBROADCAST SME C transack, File = {MAILSLOTIBROWSE QOLDWAYNE 140.114.79.255 IF
ANTSLAE *BROADCAST SME C transact, File = \MAILSLOTIBROWSE ANTSLAE 140,114,79.255 IF
SYMERMNSOSEDS LOCAL TCR A lent 0, seq: 843596491-843596451...  211.79.242.25 BLUETOOTH P
IR *BROADCAST SMBE C transact, Filz = \MAILSLOT\BROWSE IR 140,114,79.255 IF
SONGEOR FBROADCAST SME C transack, File = {MAILSLOTIBROWSE SONGEOR 0.FFFFFFFFFFFF TP mY
SONGEOR *BROADCAST SMBE C transact, File = \MAILSLOT\BROWSE SONGEOR 140,114,79.255 IF
MIR *FBROADCAST SMB C transack, File = {MAILSLOTIBROWSE MIR 140,114,79.255 P
020100000000 *BROADCAST ETHERMET ETYPE = 0x856F : Protocol = Unknown
SYMERNSOSEDS LOCAL TCP A lent 0, seqr 843596491-843506491,,, 211.79.242.25 BLUETOOTH P
00SOBAEBFO42 HBROADCAST DR IP Mulkicast: Stc Port: Unknown, (1211); Dst...  140.114.79.12 255,755,255.255 F
SYMERNSOSEDS FBROADCAST ARP_RARP ARP: Request, Targek IP: 140,114.79,152
SYMERNSSSEDE LOCAL TCR A lent 0, seq: 843596491-543596491... 211.79.242.25 BLUETOOTH IF
020100000000 *BROADCAST ETHERMET ETYPE = 0xB86F : Protocol = Unknown
00S004BE35AE HBROADCAST DR IP Mulkicast: Stc Pork: Unknown, (1211); Dst...  140.114.79.16 255,255,255.255 IF
IR *BROADCAST SME C transact, File = \MAILSLOT\BROWSE IR 140,114,79.255 IF
020100000000 FBROADCAST ETHERMET ET¥PE = 0:886F : Protocal = Unknown
O0S0BAAFASCE *BROADCAST upP IP Multicast: Src Pork: Unknown, (12113; Dst.., 140,114,79.22 255,255,255,2595 IF
LOCAL SYMERNS9SEDS TCR WA lent 1460, seqi2101115647-2101117.,,  BLUETOOTH 211.79.242,25 P
020100000000 *BROADCAST ETHERMET ETYPE = 0xB86F : Protocol = Unknown
ALPHAZZ *WETBIOS Multicast MetBICS Mamne Query (0:04), ALPHAZ2 <00 -,
SYMERMSSSEDS LOCAL TCR A len: 0, seq: 843596491-543596491... 211.79.242.25 BLUETOCTH F
LOCAL SYMERNS9SEDS TCP I len: 1460, seq:21011214687-2101122.,..  BLUETOOTH 211.79,242.25 P
LOiZAL SYMERMNS9SEDE TCR A len: 1460, seq:2101122947-2101124...  BLUETOOTH 211.79.242.25 F
ALPHAZZ *FBROADCAST MET NSt Query req. for ALPHAZD 140,114.79,222 140,114,79.255 P
00DOE7BE4DES HBROADCAST ARFP_RARP ARP: Request, Target IP: 140.114.79.222
*BROADCAST SMB C transact, File = {MAILSLOT\BROWSE IR 140,114,79.255
TELMET
SYNERNSQSEDS LOCAL TELMET To Client With Pork = 3477 140.114.67.5 BLUETOOTH IF
LOCAL SYMERMNS9SEDS TELMET To Server From Port = 3477 BLUETOOTH 140,114,875 P
SYMERNSSSEDS LOCAL TELMET To Client With Pork = 3477 140.114.67.5 BLUETOOTH IF
0z0100000000 FBROADCAST ETHERMET ET¥PE = 0:886F : Protocal = Unknown
SYMERNSSSEDS LOCAL TCP o lent 0, seq: B43596491-543596491.., 211.79.242.25 BLUETOOTH IF
LOCAL SYMERNS9SEDS TCP A len 1460, seqi2101124407-2101125..,  BLUETOOTH 211.79.242.25 P
SYMERNSSSEDS *BROADCAST ARP_RARF ARF: Request, Target IP; 140,114,759, 152
LOCAL SYMERNS9SEDS TELMET To Server From Pork = 3477 BLUETOOTH 140,114,875 P
SYMERMSSSEDS LOCAL TELMET To Client With Pork = 3477 140.114.57.5 BLUETOCTH F
LOCAL SYMERNS9SEDS TCP A lent 0, seqi2620141939-26201419,., BLUETOOTH 140,114,875 P
LOCAaL SYMERMNS9SEDE TELMET Tao Server From Port = 3477 BLUETOOTH 140.114.87.5 F
SYMERNSOSEDS LOCAL TELMET To Client With Pork = 3477 140.114.87.5 BLUETOOTH P AI_I
I« »

E'L“ﬁ%ﬂ?ﬁﬁé['{ » frame30 Xl Protocol H[|£% Telnet » &l source address £
BLUETOOTH(H|]%% local host) » [] destination address £} 140.114.87.5 » J[1ELZS M

’?I’?Eliﬁf_[_'—ﬁﬁﬂ[ﬁf{fj P -

HPT IRy frame 30 packet o =Y [ 1—.’?E1 H\Elgfﬁﬁu;]v? s P



ot 111218 16:56:
Frame: Time delta frum prawuus physical frame: 70101 microseconds
Frame: Frame number: 3
Frame: Total frame Ienqth: 55 bytes
Frame: Capture Frame length: 55 bytes
Frame: Frame data: humber of data bytes remaining = 55 (0x0037)
=ETHERNET; ETYPE = 0x0800 ; Protocol = IP; DOD Internet Protocal
SETHERNET: Destination address : 00B03E595E08
= Individual address
=Universally administered address
SETHERNET: Source address | 004854125421
ETHERNE = Mo routing information present
ETHERME = Universally administered address
ETHERNET: Frame Length : 55 {0x0037)
ETHERNET: Ethernet Type : (0:0800 (IP: DOD Inkernet Protocol)
ETHERNET: Ethernet Data: Mumber of data bytes remaining = 41 (0:0025)
=IP: [D = 02192C; Proko = TCP; Len: 41
1P Yersion =4 (0x4)
IP: Header Length = 20 (014)
IP: Precedence = Routine
IP: Type of Service = Mormal Service
IP: Tatal Length = 41 (029)
1P: Identification = &d44 (0x192C)
=IP: Flags Summary = 2 (0x2)
f Last fragment in datagram
Cannat fragment datagram
P Fraqment Offset =0 (0x0) bytes
1P: Time to Live = 128 (0x80)
IP: Proacol = TCP - Transmission Contral
IP: Checksum = 0x222E
IP: Source Address = 140.114.79.139
: Destination Address = 140.114.87.5
: Data: Humber of data bytes remaining = 21 (0x0015)
AP len: 1, seq2620141936-2620141937, ack: 1946857942, win: 18684, src: 3477 dskr 23 (TELNET)
urce Part = 0x0D95
TCP: Destination Port = Telnet
TCP: Sequence Mumber = 2620141936 (0x9C2C3170)
TCP: Acknowledgement Mumber = 1948857942 (0x74233656)
TCP: Data Offset = 20 (Dx14)
TCP: Reserved = 0{0x0000)

Mo urgent data
Acknowledgement: field significant
Push function

TCP: Window = 16684 (cd12C)

TCP: Checksum = 0xBE61

TCP: Urgent Painker = 0(0x0)

TCP: Data; Mumber of data bytes remaining = 1 (0x0001)
STELKET: Ta Server From Part = 3477

TELMET: Telnet Data

W#ﬂﬁﬁ“ﬂi@”“ TR A [

B o BT TCP Fif 8§ \JF‘ F_\Uv[m :

S TP F e 2 (NN, i

Source Port (16) Destination Port (16)

Sequence Number (32)

U
G
R

Data | Reserved

Offset(4)|  (6)

Acknowledgment Number (32)

Checksum (16) Urgent Pointer (16)

Options (0 or more 32 bit words + padding)

IR i TCP RS STV ] 47 IR
ﬁ;]‘F:zF%_ A A I

Source Port & Destination Port

AR ’“&lF‘ﬁ}H TP E=fiy5 431, B Port [i' ' JBLRLAAL 17,
Al Vi‘*ﬁ‘é“ *]F'F LRI, e, —

IP PyHH% 3@/;‘[ ﬁJH lflfJ port,

g

M=~ i port



(R NTIERE TN TES S v a1 i Rl -
[

195 port YT )RR 1 BlF RIS
(8L R “ﬁ?ﬁf HE ey ‘I‘ﬁ ks (=) [Eféfﬁé“ﬁl FEgRE
T, * I,Fﬁfﬁ/‘ iy ftﬁﬁfj’g'JEl@ﬁEﬁ?f(Well known services)
{9 port BEFERE™ 7« [IAL, & TOP 38 I
It Fr IR BszE )] ot b, A gt %
(5t port e e EZ o T T‘]‘iné SE =R I’ili':’}ﬁ@ﬁ %,
FeYFEpY port 1 1AVEIRY port ﬁﬂ B TCP A} i+

Sequence Number
SRR TERe PRI - 2 RS IART b - 2 ARRY
%, e‘;ﬁ‘éfﬁ}ﬁﬂﬁﬂ#j@— (FUERRE, Siised
B R 7AE B, (R ORET 5 B — (R B
BRI P ALY B (R T iR,
PSSR VG S AR RLRL sk e

Acknowledgement Number
[R5 - EH%L{?TI%}%L[{ZU TCP £f &V &, ﬂx}’ﬁ]ﬁ%ﬁ?
’ﬁ‘fg’?&,ﬂ/ %, 71‘1&%'7 (S PR & - RV, 5
i TRV SRR SRR ISR [
b SRR ]
FSRL, B PR RS £ RN, iR B TTL
S SR | B IR U e 0, B
Fg‘jf[a'w" JERZ o AR & e (RPN M AR 80 i
FE SR S (A I R 2
B R B RS, IIBURLIR I, S
T P R -

Data Offset
SFERLE e BRI R 1, I IP B 69 THL 2
T %1 [ options 33%@9%, R HRL 20byte,
H A AR fiERL 0x14 3 o

~

Reserved

SRLIETBA, PN R -

Contral Flag
PEESE - — ) L P IR
Urgent data



it URG Wi 1 O e, I ikl (7 B2
ErRIpER )

Acknowledgment field significant

FJ' ACK £3 1 fiU 5, 37 4 G g~ (1ot
o, - ﬁfﬂﬁﬁl 51 e

Push function

Y PSH £ 1 p’mﬁf fize | L%@éjf&%fﬂ“’pwfﬁslmj‘aﬁ kﬁz,‘gl
£ F’m HIE PR PR, ) \ﬁw i TCP B2fl 07 o
Reset

Y RST £5 14 J]EHJ?[;Q, FA. glng;a?%{ﬁ e, ‘,
PR o

Synchronize sequence number

U SYN EE 1B, T oI 5 ] -

No more data fro sender (Finish)

P S FIN K 1 ORI, PR IGSRE, R
ety B SN PR, S TSR (W TCP A -

Window

=5 [ MS WindO\ivs RLA T, [’giﬁﬁg F'ef
Window 'F‘[HE'H"%;' SRR ) *Fi,j‘”pf&, x4 I'Fﬁﬂffiﬁ@ fji! E’ﬁ
?@“?ﬁfwﬂ}ﬂ ?i?[’(Sliding Window)” o 1% [ /=5 fﬁﬂﬁ]@[ fi ]

P2

CYIEHI #Zf9, TCP B & @il SN A1 ACK o
DR M RO, (YN B - RIS
([ S poplE g s A JFFI P LN A
Y e xfﬁ Z5 P97 ')A Sliding Window 7 {H3 2y
r'JEIuj}LL[I (e Eg a7 'F[ = h[@éﬁélﬂﬁﬁﬁ’\
FRevRrt!:

a1k

i




Fh: TCP I’aﬂ;g@ﬂ, s i [n’rltj F}H window fi Jr%?
B REIE FJH?’;;E B 3 (R - RE
gﬁj_/ruiﬁ:‘ "IHéﬁt— [EER RN /H?Iﬁcﬁ]ﬁq E[[JFFA i
el = ffeEr e, irg%ﬁ]g@ S U A PR I
HRSEA], SR VR 0= e S g, W
‘[ﬁ' i ]:%évij_,ruﬂi window (It} 3; ['Ei/[lﬁ\ljfiﬂlw%”\‘[‘lf
FORLE PSR, TR LT R ﬂw e
o L ey %aiﬁﬁﬁf P
window [,'f!j By 2o lF;;],[ﬁ{Eﬁ %, gEL«I'“JHU':F\[JjLLI IIF]W HFf e,
iz ﬁiﬁij‘cgﬁl (= P E A T B, SRR Uk

Chechsum
Hie PRI B IS 1 O 52, 5 ﬁf‘uf et T R
TSR S SRR R - E AR Wi
Fravd iz, ﬁ% |EFerRIAS T AESFHET, ﬁ’ﬁﬂ?ﬁ%ﬁ%ﬁ
= 3, IPAE R T AP R R b, @Rt
ijfi?i]?f/f[ﬁ'ﬁﬁlj °

Urgent Pointer
mlr:t‘rfJFﬁH' w4 2[] Control Flag ﬂJEﬁ%ﬂ[f‘Ej?ﬁ dZ ]~ {i
URG ol Is2 41! URG %ﬂzr%ﬂ"r IR e, FEL
T BRI - P E’ﬁ PEL,
IR 51 e RS P, et e
;;TEL\E}H FITE | IR R L I T R

Option
TP DY - P e e
24, U Telnet, folg I AR T AR, iﬁ:ﬁ’* FIE
option ?F EEVRIFF U], [HNET telnet fi] F YR
BRI, [ TR i
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